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Can Patch Tuesday ever be labeled boring? November’s
Patch Tuesday light list of advisories and vulnerabilities from
Microsoft is close. But don’t be tempted to delay or ignore
these security updates. In this month’s releases are another
Internet Explorer Zero Day and a publicly disclosed Office for
Mac vulnerability. The sooner you patch, the sooner you’ll be
protected from known security risks. No matter how tedious,
stay committed to your digital safety and cyber security to
keep your software and systems updated.
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ME Microsoft MS19-11-IE .
Exploited:
" Internet Explorer 2 RGI}ET«S(EEt(ii)(:Ide Critical 1 - CVE-2019-1429 \/ \/
9,10,11
MS19-11-EXCH
Remote Code .
Exchange Server 1 : Critical 1 \/
2013-2019 Execution -]
MS19-11-MR2K8 Remote Code " Exploited:
Server 2008 and IE 9 33 Execution Critical 1 - CVE-2019-1429 Vv Vv
MS19-11-MR7 S
) Remote Code . Exploited:
Windows 7, Server 37 Execution Critical 1 - CVE-2019-1429 N4 N4
2008 R2 and IE
MS19-11-MR8 Remote Code " Exploited:
Server 2012 and IE 39 Execution Critical 1 - CVE-2019-1429 \/ \/
MS19-11-MR81 o
: Remote Code - Exploited:
Windows 8.1, Server 39 Execution Critical 1 - CVE-2019-1429 \/ \/
2012 R2 and IE
MS19-11-0FF
Excel 2010-2016, Excel Remote Code Publicly Disclosed:
2016 for Mac, Offce 4 Execution Important 2 -:Ij * a0 1457 \/ \/
2010-2016, Office 2016 Office for Mac only
and 2019 for Mac
MS19-11-0365
Office 365 ProPlus, 4 R%T::Jtﬁ;de Important 2 -:Ij N4 N4
Office 2019
MS19-11-S02K8 Remote Code -
Server 2008 3 Execution Critical 1 N | 4 4
MS19-11-S07
- Remote Code -
Windows 7 and 35 ; Critical 1 N4 N4
Server 2008 R2 Execution -]
MS19-11-S08 Remote Code -
Server 2012 37 Execution Critical 1 -] \/
MS19-11-S081
) Remote Code -
Windows 8.1 and 37 ; Critical 1 N
Server 2012 R2 Execution -]
MS19-11-SPT .
. Security Feature
SharePoint Server 3 Important 2 \/
2010-2019 Bypass -:Ij
MS19-11-W10
Windows 10, Server Remote Code - Exploited:
58 Execution Gl 1 [(I11] OVE-2019-1429 Vv Vv

2016, Server 2019,
IE 11, and Edge

For more information visit: ivanti.com/patch-tuesday




