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MS20-03-EXCH  
Exchange Server  

2016-2019
1 Spoofing Important 2

MS20-03-IE  
Internet Explorer  

9 and 11
6 Remote Code 

Execution
Critical 1

MS20-03-MR2K8-ESU  
Server 2008 and  

IE 9 - Extended Security
27 Remote Code 

Execution
Critical 1

MS20-03- 
MR2K8R2-ESU 

Server 2008 R2 -  
Extended Security

45 Remote Code 
Execution

Critical 1

MS20-03-MR7-ESU  
Windows 7 -  

Extended Secuity
45 Remote Code 

Execution
Critical 1

MS20-03-MR8  
Server 2012 and IE 49 Remote Code 

Execution
Critical 1

MS20-03-MR81 
Windows 8.1, Server 

2012 R2 and IE
61 Remote Code 

Execution
Critical 1

MS20-03-OFF  
Office 2010-2016, Office 
2016 and 2019 for Mac,  

Word 2010-2016

5 Remote Code 
Execution

Critical 1

MS20-03-O365  
Office 365 ProPlus, 

Office 2016 and 2019
5 Remote Code 

Execution
Critical 1

MS20-03-SO2K8-ESU  
Server 2008 -  

Extended Security
25 Remote Code 

Execution
Critical 1

MS20-03-SO2K8R2-ESU  
Server 2008 R2 -  
Extended Security

39 Remote Code 
Execution

Critical 1

MS20-03-SO7-ESU  
Windows 7 -  

Extended Secuity
39 Remote Code 

Execution
Critical 1

MS20-03-SO8  
Server 2012 43 Remote Code 

Execution
Critical 1

MS20-03-SO81  
Windows 8.1 and  
Server 2012 R2

55 Remote Code 
Execution

Critical 1

MS20-03-SPT  
Sharepoint Server  

2013-2019
7 Remote Code 

Execution
Critical 1

MS20-03-W10 
Windows 10, Server 
2016, Server 2019,  

IE 11, and Edge

96 Remote Code 
Execution

Critical 1

FF-200310  
Firefox 12 Remote Code 

Execution
Important 2

FFE-200310 
Firefox ESR 7 Remote Code 

Execution
Important 2

Microsoft

March 10, 2020

March is most definitely full of madness as 

Microsoft resolves 115 unique vulnerabilities! 

The good news is that predicting what to do is 

much easier than your basketball picks. Patch 

the OS and browsers and you take care of 97 

CVEs from the 115 contenders.

For more information visit: ivanti.com/patch-tuesday
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