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Adobe Microsoft released a full case of patches—maybe not
A e 2 10| 2 “99 Bottles of Beer”...but “99 CVEs to Patch”? Unlike
the song where you need to take each bottle down and
Microsoft ([~ pass it around, the good news here is many of these
[ | | 1 8 1 3 5 1 3 CVEs can be resolved by applying just a few Microsoft
| e i R Gl updates. Of highest priority are the operating systems
and browsers. And don’t forget to set aside time for
3 0 3 3 Adobe and Mozilla. They also released security
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FA Adobe APSB20-05 17 Remote Code Citca 1 TT71] o
Acrobat and Reader Execution
APSB20-06 Remote Code - For Windows 8.1 and
Flash 1 Execution Critical 1 -] Server 2012 and later Vv
BE \icrosoft
] MS20-02-AFP Remote Code -
Flash 1 Execution Critical 1 -] 4
MS20-02-EXCH
Remote Code
Exchange Server 2 ; Important 2 -:Ij
Execution
2010-2019
Exploited:
MS20-02-1E CVE-2020-0674
Remote Code - Disclosed:
Inte;nitOE);[;lorer 3 Exeouion Critical 1 - i N4 N4
T CVE-2020-0706
Exploited:
MS20-02-MR2K8-ESU CVE-2020-0674
Server 2008 and 46 Remote Tode Critical 1 [T1T1] Disclosed: N4 N4
IE 9 - Extended Security %\\//EE_ZZ%ZZ%_%%A(;'
Exploited:
CVE-2020-0674
Mrg%:;zo 2E-SU Remote Cod Pisclosed
- emote Lode i CVE-2020-0674,
Server 2008 R2 - 50 Execution Critical 1 - CVE-2020-0683, \/ \/
Extended Security CVE-2020-0686,
CVE-2020-0706
Exploited:
CVE-2020-0674
MS20-02-MR7-ESU Disclosed:
Windows 7 - 50 Remote Sode Criical 1 Bl | oo V4 V%
Extended Secuity ggggggggggg
CVE-2020-0706
Exploited:
CVE-2020-0674
Disclosed:
MS20-02-MR8 Remote Code " CVE-2020-0674,
Server 2012 and 54 Execuion Critca 1| [N Ol 2020068 Vv Vv
CVE-2020-0689:
CVE-2020-0706
Exploited:
CVE-2020-0674
MS20-02-MR81 piscosect
oo Remote Code ” CVE-2020-0674,
Windows 8.1, 53 Execution Critical 1 - CVE-2020-0683, \/ \/
Server 2012 R2 and IE CVE-2020-0686,
CVE-2020-0689,
CVE-2020-0706
MS20-02-0FF
Excel 2010-2016, Out- Remote Code
look 2010-2016, Office 2 Execution Important 2 N
2016 and 2019 for Mac
MS20-02-0365
Office 365 ProPlus, 3 Rir:géit%:]de Important 2 -:Ij
Office 2019
MS20-02-S02K8-ESU Disclosed:
Server 2008 - 44 Remote Sode Critcal 1 [T1T1] CVE-2020-0683, N4 N4
Extended Security CVE-2020-0686
MS20-02-S02K8R2-ESU Disclosed:
Server 2008 R2 - 47 R%ngﬁtﬁlde Critical 1 - CVE-2020-0683, N4 N4
Extended Security CVE-2020-0686
MS20-02-S07-ESU Disclosed:
wonr a7 | TR o1 SV
Extended Security CVE-2020-0686
Disclosed:
MS20-02-S08 Remote Code ” CVE-2020-0683,
Server 2012 51 Exeeuton Critca 1 Ol 220068 Vv Vv
MS20-02-5081 Disclosed:
bt Remote Code " CVE-2020-0683,
Windows 8.1 and 50 Execution Critical 1 - CVE-2020-0686, \/ \/
Server 2012 R2 CVE-2020-0689
MS20-02-SPT
Sharepoint Server 2 Spoofing Important 2 -:Ij
2013-2019
MS20-02-SQL Remote Code
SQL Server 2012-2016 1 Execution Important 2 -:Ij
Exploited:
CVE-2020-0674
MS20-02-W10 Disclosed:
Windows 10, Server Remote Code . CVE-2020-0674,
2016, Server 2019, 88 Execution izl 1 - gVE-2020»0683. 4 4
De e
CVE-2020-0706
@ Mozlla FF-200211 6 Remote Code | | . 2 | T
Firefox Execution P
FFE-200211 Remote Code
Firefox ESR 5 Execution {ectan 2 1N
TB-200211 Remote Code
Thunderbird 7 Execution Important 2 -:Ij

For more information visit: ivanti.com/patch-tuesday




