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Adobe Today is Patch Tuesday. There are 14 Shopping/Patching
' ‘ 1 1 0 1 Days remaining until Christmas and only one more Patch
‘ Bulletin Critical Important User Targeted i
New Bulletins — Tuesday before Windows 7 and Server 2008/2008 R2
Google reach their inevitable end of support, unless you’re among
1 1 0 1 the 59% of IT professionals who still don’t have all of their
. y Bulletin Critical Important User Targeted .
et users on Windows 10. Also make sure you update your
Microsoft ( Acrobat, Acrobat Reader, and Chrome versions as there
mE 1 2 9 1 2 are 21 ,CVES in the Agobe release and 51 CVEs in
. Bulletins Critical User Targeted Google S releases thls month
UserTargeted -
Privilege
® Management
CVE Vendor Ivanti Threat User Mitigates
Bulletins Count Impact Severity Priority Risk Notes Targeted Impact
4
& Ample APSB19-55 Remote Code "
Acrobat and Reader 2 Execution Critical 1 -]
® ) Google CHROME-268 Remote Code ”
c Chrome 51 Execution Critical 1 -] Vv
EE W\icrosoft MS19-12-IE
" Internet Explorer 1 RiTg;Et%:]de Important 2 -:Ij V'
9,10, 11
MS19-12-MR2K8 Remote Code " Exploited:
Server 2008 and IE 9 12 Execution Critical 1 - CVE-2019-1458 4 4
MS19-12-MR7 A
) Remote Code . Exploited:
Windows 7, Server 15 Execution Critical 1 - CVE-2019-1458 \/ \/
2008 R2 and IE
MS19-12-MR8 Remote Code ” Exploited:
Server 2012 and IE 12 Execution et 1 - CVE-2019-1458 4 4
MS19-12-MR81 o
; Remote Code . Exploited:
Windows 8.1, Server 12 Execution Critical 1 - CVE-2019-1458 \/ \/
2012 R2 and IE
MS19-12-0FF
Excel 2010-2016, Office
2010-20186, Office 2016 Remote Code
and 2019 for Mac, 6 Execution lge i 2 -:Ij \/ \/
Powerpoint 2010-2016,
Word 2010-2016
MS19-12-0365
. Remote Code
Office :-365 ProPlus, ) Execution Important 2 -:Ij \/
Office 2019
MS19-12-S02K8 Remote Code . Exploited:
Server 2008 1 Execution e 1 - CVE-2019-1458 4 4
MS19-12-S07 ad-
; Remote Code " Exploited:
Windows 7 and 14 Execution Critical 1 - CVE-2019-1458 N4 N4
Server 2008 R2
MS19-12-S08 Remote Code " Exploited:
Server 2012 1 Execution et 1 - CVE-2019-1458 4 4
MS19-12-S081 ited:
. Remote Code " Exploited:
V\élndows 8.1 and 1 Execution Critical 1 - CVE-2019-1458 N4 N4
erver 2012 R2
MS19-12-W10
Windows 10, Server 16 Remote Code Critical 1 - Exploited: \/ NV
2016, Server 2019, Execution ca CVE-2019-1458
IE 11, and Edge
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