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During this summer of sizzling heatwaves throughout the
Northern Hemisphere, activity on the security front could get

Adobe even hotter with new wormable vulnerabilities reported in
New Bulletins 2 0 1 1 . . . .
' ‘ Microsoft remote desktop services. Protecting your devices
Bulletins Critical Important User Targeted . R .
A o and servers works just like the rules of applying sunscreen;
Microsoft — apply patching early and often to repel attacks and protect
Critical our organization against various exploits. And as you get your
[ | |
B Buletins Critcal Important User Targeted patching updates well underway, keep things cool by
B confirming your patch groups are up-to-date and safe from
malware and other threats.
User Targeted
Privilege
Management
CVE Vendor Ivanti Threat User Mitigates
Bulletins Count Impact Severity Priority Risk Notes Targeted Impact
F4\ Adobe APSB19-41 Remote Code
Acrobat and Reader 76 Execution Important 1 -] 4 4
AFP32-00238 Non-security
Flash Player NA
HE \icrosoft MS19-08-IE
[ ] Remote Code .
Inte;nitOEﬁp:orer 4 Execution Critical 1 -] V'
MS19-08-MR2K8 Remote Code -
Server 2008 and IE 9 37 Execution Critical 1 -] 4 4
MS19-08-MR7
) Remote Code -
Windows 7, Server 2008 42 Execution Critical 1 -] \/ \/
R2 and IE
MS19-08-MR8 Remote Code -
Server 2012 and IE 42 Execution e 1 -] 4 4
MS19-08-MR81
) Remote Code -
Windows 8.1, 43 Execuion Critical 1 -] N4 N4
Server 2012 R2 and |E
MS19-08-0FF
Office 2010-2016, Office
’ Remote Code .
2016 and 2019 for Mac, 9 : Critical 1 - N4 Vv
Outiook 2010-2016, e
Word 2010-2016
MS19-08-0365
) Remote Code -
Office 365 ProPlus, 6 i, Critical 1 Bl | N4 N4
Office 2019
MS19-08-S02K8 Remote Code -
Server 2008 35 Execution Critical 1 -] 4 4
MS19-08-S07
- Remote Code -
Windows 7 and 38 Execution Critical 1 -] \/ \/
Server 2008 R2
MS19-08-S08 Remote Code -
Server 2012 38 Execution Critical 1 -] 4 4
MS19-08-5081
) Remote Code -
Windows 8.1 and 39 Execution Critical 1 -] \/ \/
Server 2012 R2
MS19-08-SPT
) Remote Code -
Sharepoint 3 . Critical 1 -] N4 N4
Server 2010-2019
MS19-08-W10
Windows 10, Server Remote Code -
2016, Server 2019, IE 8 Execution Critical 1 N Vv 4
11, and Edge
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