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Each year in the states we fight to give our intrepid Thanksgiving holiday
breathing room between Halloween and the impending onslaught of the

Adobe ) : :
New Bulletins 2 1 1 2 Christmas season. So, as “Turkey Day” approaches for Ivanti’s Patch Tuesday
' “ Bullatins ] . User Targeted team, we’ll take a quick moment now to give thanks for the latest updates
\ that keep us employed. November Patch Tuesday offers up a bountiful
Microsoft — selection of CVEs, including 60+ vulnerabilities resolved by Microsoft, Apache
1 5 9 6 1 1 updates thrown in to add a pinch of third-party flavor to the affair, and in this
UserTargeted (] | iyt ey o T Sl mix a zero day and a dash of public disclosures. Take note, though: Like the
. (N turkey that will be front and center on our tables in a matter of days, all Patch
Tuesday eyes should focus first on the Windows 0S and Edge updates.
Zero Day
Privilege
A Management
CVE Vendor Shavlik Threat User Mitigates
Bulletins Count Impact Severity Priority Risk Notes Targeted Impact
h‘ Adobe APSB18-39 Information
Flash Player 1 Disclosure Important 2 -]] @
APSB18-40 Information ” Publicly Disclosed:
Acrobat and Reader 1 Disclosure Critical 1 - CVE-2018-15979 @
RS Microsoft MS18-11-AFP 1 Information mportant 2 -:D
Flash Player Disclosure P
MS18-11-EX ,
Elevation of
Exchange Server 1 . Important 2
2010-2019 Privilege -]]
MS18-11-IE
Remote Code
Intergne;tOE);p:orer 2 Execution Important 2 -]] @ @
MS18-11-MR2K8 Remote Code - Exploited:
Server 2008 10 Execution ! 1 - CVE-2018-8589 @
MS18-11-MR7 o
) Remote Code - Exploited:
Windows 7, Server 16 Execution Critical 1 - CVE-2018-8589 @
2008 R2 and IE
MS18-11-MR8 Remote Code -
Server 2012 and IE 17 Execution it 1 -] @ @
MS18-11-MR81
- Remote Code .
Windows 8.1, Server 19 ) Critical 1 @
2012 R2 and IE Execution -]
MS18-11-0FF
Office 2010-2016 and all
individual applications,
) Remote Code
Office 2019 for m_acOS, 10 Execution Important 2 -]] @ @
Lync 2013, Project
2010-2016, Skype for
Business 2016
MS18-11-0365
) Remote Code
Office §65 ProPlus, 11 Execution Important 2 -]] @ @
Office 2019
MS18-11-S02K8 Remote Code - Exploited:
Server 2008 10 Execution Critical 1 - CVE-2018-8589 @
MS18-11-S07 it
) Remote Code . Exploited:
Windows 7 and 14 Execution Critical 1 - CVE-2018-8589 @
Server 2008 R2
MS18-11-S08 Remote Code -
S |15 | "TEEe | oww | 1 ® | @
MS18-11-5081
) Remote Code "
Windows 8.1 and 17 Execution Critical 1 -] @ @
Server 2012 R2
MS18-11-SPT
. Remote Code
Sharepoint Server 4 ) Important 2 - |
2010-2019 Execution
MS18-11-W10
Windows 10, Server Remote Code - Publicly Disclosed:
2016, Server 2019, 33 Execution Critical 1 HERN CVE-2018-8566 o)
IE 11, and Edge

For additional analysis and insight visit: ivanti.com/patch-tuesday
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