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“June is bustin’ out all over!” goes the exuberant song written for
“Carousel” by Rodgers and Hammerstein. The refrain certainly fits

Adobe )
New Bulletins 1 1 O 1 June’s outbreak of software updates, which are bustin’ out all over, far
"‘ Bulletin Critical Important User Targeted beyond the meadow and the hill! Microsoft has 14 security updates,
— including 4 publicly disclosed CVEs, and Adobe has one security
Microsoft update. Make your priority patching Windows operating system, and
Critical i i i
e [ | | 1 4 1 1 3 1 3 then Adobe Flash. Remember, increasing sunshine and warm weather
Bulleti Critical | rtant User Targeted . . . 5
[ | e e e L won't discourage the actions of determined attackers. So don’t let
your patching slide “Jest because it’s June, June, June!”
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FA\ Adobe APSB19-26 Remote Code "
Flash Player 1 Execution Critical 1 -] @
BE \icrosoft MS1
] 9-06-AFP Remote Code -
Flash Player 1 Execution Critical 1 -] @
MS19-06-1E
Remote Code -
Inte;nitOE);p:orer 7 Execution Critical 1 -] @ @
MS19-06-MR2K3 Remote Cod Publicly Disclosed:
AU emote S.ode iti CVE-2019-1053,
Server 2008 36 Execution Critical 1 - CVE-2019-0973 @ @
MS19-06-MR7 Publicly Disclosed:
Windows 7, Server 49 R%Tgéﬁt%%de Critical 1 - CVE-2019-1053, @ @
2008 R2 and IE CVE-2019-0973
MS19-06-MR8 Remote Cod Publicly Disclosed:
RUTA emote Lode iti CVE-2019-1053,
Server 2012 and IE 40 Execution Critical 1 - CVE-2019-0973 @ @
MS19-06-MR81 Publicly Disclosed:
Windows 8.1, 36 R"Erggéit%%de Critical 1 [111] CVE-2019-1053, ) @
Server 2012 R2 and IE CVE-2019-0973
MS19-06-0FF
Office 2010-2016, Remote Code
Office 2016 and 2019 3 Execution g 2 - HR @ @
for Mac, Word 2016
MS19-06-0365
) Remote Code
e sporns, | 2| e ey | o | T 0 @
Office 2019
MS19-06-S02K8 Remote Cod Publicly Disclosed:
AU emote Lode it CVE-2019-1053,
Server 2008 36 Execution Critical 1 - CVE-2019-0973 @ @
MS19-06-S07 Publicly Disclosed:
Windows 7 and 42 ReEng;eﬂi)c;]de Critical 1 - CVE-2019-1053, @ @
Server 2008 R2 CVE-2019-0973
MS19-06-S08 Remote Code e
RUH iti CVE-2019-1053,
Server 2012 33 Execution e 1 - CVE-2019-0973 @ @
MS19-06-S081 Publicly Disclosed:
Windows 8.1 and 29 Re&ggi&?fe Critical 1 [T1T1] CVE-2019-1053, ) @
Server 2012 R2 CVE-2019-0973
MS19-06-SPT
. Remote Code
Sharepoint Server 6 ) Important 2 @
2010-2019 Execution -]]
Publicly Disclosed:
W,":f‘ 9'2%“2”0 fomte Cod CVE-2019-1069,
Inaows , oerver emote Lode - CVE-2019-1064,
2016, Server 2019, 68 Execution Critcal 1 [TTT] CVE.2019-1083, @ @
IE 11, and Edge CVE-2019-0973

For additional analysis and insight visit: ivanti.com/patch-tuesday
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