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PATCH TUESDAY

MS19-07-IE  
Internet Explorer  

9, 10, 11
6 Remote Code 

Execution
Critical 1

MS19-07-EXCH 
Exchange Server  

2010-2019
3 Spoofing Important 2

MS19-07-MR2K8  
Server 2008 and IE 9 24 Remote Code 

Execution
Critical 1

Publicly Disclosed: 
CVE-2019-0887 
Exploited in Wild:  
CVE-2019-1132

MS19-07-MR7 
Windows 7, Server  

2008 R2 and IE
27 Remote Code 

Execution
Critical 1

Publicly Disclosed: 
CVE-2019-0887 
Exploited in Wild:  
CVE-2019-1132

MS19-07-MR8 
Server 2012 and IE 24 Remote Code 

Execution
Critical 1

Publicly Disclosed: 
CVE-2019-0887 
Exploited in Wild:  
CVE-2019-0880

MS19-07-MR81  
Windows 8.1,  

Server 2012 R2 and IE
28 Remote Code 

Execution
Critical 1

Publicly Disclosed: 
CVE-2019-0887 
Exploited in Wild:  
CVE-2019-0880

MS19-07-MRNET 
.NET Framework 2.0-4.8 3 Remote Code 

Execution
Critical 1

MS19-07-OFF  
Excel 2010-2016,  

Lync 2013, Office 2010-
2016, Office 2016 and 
2019 for Mac, Outlook 
2010-2016, Skype for 

Business 2016

4 Remote Code 
Execution

Important 2

MS19-07-O365  
Office 365 ProPlus, 

Office 2019
5 Remote Code 

Execution
Important 2

MS19-07-SO2K8  
Server 2008 20 Remote Code 

Execution
Critical 1

Publicly Disclosed: 
CVE-2019-0887 
Exploited in Wild: 
CVE-2019-1132

MS19-07-SO7  
Windows 7 and  
Server 2008 R2

21 Remote Code 
Execution

Critical 1

Publicly Disclosed: 
CVE-2019-0887 
Exploited in Wild:  
CVE-2019-1132

MS19-07-SO8 
Server 2012 18 Remote Code 

Execution
Critical 1

Publicly Disclosed: 
CVE-2019-0887 
Exploited in Wild:  
CVE-2019-0880

MS19-07-SO81 
Windows 8.1 and  
Server 2012 R2

22 Remote Code 
Execution

Critical 1

Publicly Disclosed: 
CVE-2019-0887 
Exploited in Wild:  
CVE-2019-0880

MS19-07-SONET 
.NET Framework 2.0-4.8 3 Remote Code 

Execution
Critical 1

MS19-07-SPT  
Sharepoint  

Server 2010-2019
2 Spoofing Important 2

MS19-07-SQL  
SQL Server 2014-2017 1 Remote Code 

Execution
Important 2

Publicly Disclosed: 
CVE-2019-1068

MS19-07-W10  
Windows 10, Server 
2016, Server 2019,  

IE 11, and Edge

53 Remote Code 
Execution

Critical 1

Publicly Disclosed: 
CVE-2019-0865, 
CVE-2019-0887,  
CVE-2019-1129 
Exploited in Wild: 
CVE-2019-0880

MFSA-2019-21 
Firefox 68 21 Remote Code 

Execution
Critical 1

MFSA-2019-22  
Firefox ESR 60.8 10 Remote Code 

Execution
Critical 1
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Management

Mitigates
Impact

Countries celebrating Independence Days in July include Argentina, 

the Bahamas, Belgium, the Maldives, the United States, and 

Venezuela. Create your own independence from hackers today by 

installing patches for Microsoft’s OS, Office, .Net, SQL, VSTS, Microsoft 

Exchange Server, and some of its other development binaries. Follow 

up with patching for Mozilla’s Firefox and Firefox ESR. Patching 

minimizes exposure to threats attacking your network. At Ivanti, we 

enthusiastically propose celebrating your independence from hackers 

with picnics, parties, and parades throughout July!

Microsoft

July 9, 2019

Mozilla

User Targeted

16

New Bulletins

19

Zero Days

2

17
Bulletins

12
Critical

5
Important

14
User Targeted

Microsoft

2
Bulletins

2
Critical

0
Important

2
User Targeted

Mozilla


