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Happy New Year! Celebration continues in 2019 with a mild

Adobe \ January Patch Tuesday. But, make sure you’ve deployed
New Bulletins ' ‘ 1 0 0 0 Microsoft’s emergency patch, released post December Patch
Bulletin Critical Important User Targeted o 0 0
A o . Tuesday, so attackers with a New Year’s zero-day resolution
Microsoft () don’t suck all the fun out of your month. Also, take note of the
Critical T 1 7 1 1 5 1 2 public disclosure, and take this calm before whatever comes
[ | uletins e mporiant | User Targeted next to catch up on Java support changes going forward.
Java SE 8 will soon receive its last public update.
User Targeted
Privilege
Management
CVE Vendor Ivanti Threat User Mitigates
Bulletins Count Impact Severity Priority Risk Notes Targeted Impact
Adobe APSB19-01 No Security
'\‘ Flash Player 0 3 .:I:'] Vulnerabilities Reported
BE \icrosoft MS19-01-AFP No Security
" Flash Player 0 3 .:I:'] Vulnerabilities Reported
MS19-01-EX Information
Exchange Server 2016 1 Disclosure Important 2 -]]
MS19-01-1E
Remote Code
Intergne;tOE);p:orer 1 o i Important 2 -]] @ @
MS19-01-MR2K8 Remote Code Publicly Disclosed:
Server 2008 15 Execution Important 1 -] CVE-2019-0579 @
MS19-01-MR7 . ) )
; Remote Code Publicly Disclosed:
Windows 7, Server 2008 16 Execution Important 1 -] CVE-2019-0579 @
R2 and IE
MS19-01-MR8 Remote Code Publicly Disclosed:
Server 2012 and IE 18 Execution Important 1 -] CVE-2019-0579 @
MS19-01-MR81 v D .
h Remote Code Publicly Disclosed:
Windows 8.1, Server 19 Execution Important 1 -] CVE-2019-0579 @
2012 R2 and IE
MS19-01-MRNET Information
NET 35-4.7.2 1 Disclosure Important 2 1N
MS19-01-0OFF
Office 2010-2016, Office
2016 and 2019 for
macOS, Outlook Remote Code
2010-2016, Word 6 Execution Lleciat 2 1N @ @
2010-2016, Web Apps
Server, Skype 8
for Android
MS19-01-0365
. Remote Code
Office {365 ProPlus, 5 Execution Important 2 -]] @
Office 2019
MS19-01-S02K8 Remote Code
Server 2008 15 Execution I 2 -]]
MS19-01-S07 - ,
. Remote Code Publicly Disclosed:
Windows 7 and Server 15 Execution Important 1 -] CVE-2019-0579 @
2008 R2
MS19-01-S08 Remote Code Publicly Disclosed:
Server 2012 17 Execution [ 1 -] CVE-2019-0579 @
MS19-01-5081 iclv Disclosed:
. Remote Code PUD|IC|y Disclosed:
Windows 8.1 and 1 8 Execution Important 1 -] CVE-2019-0579 @
Server 2012 R2
MS19-01-SONET Information
NET 3.5-4.7.2 1 Disclosure et 2 1N
MS19-01-SPT
) Remote Code
Sharepoint 1 ) Important 2 - | @
Server 2010-2019 Execution
MS19-01-W10
Windows 10, Server Remote Code ” Publicly Disclosed:
2016, Server 2019, 32 Execution i 1 N CVE-2019-0579 €y
IE 11, and Edge

For additional analysis and insight visit: ivanti.com/patch-tuesday
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