
 
 
 

Affected products CVE 
count Impact Vendor 

severity
Ivanti 
priority

Threat 
risk Exploits Disclosures

APSB25-85

Acrobat and 
Acrobat Reader DC 
Continuous, Classic 
2024, and Classic 

2020

2 Remote Code 
Execution Critical 1

APSB25-86 After Effects 25.4  
and 24.6.8 3 Information 

Disclosure Important 2

APSB25-87 Premiere Pro 25.4  
and 24.6.8 1 Remote Code 

Execution Critical 1
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MS25-09-O365

365 Apps, Office 
2019, Office LTSC 

2021 and  
Office LTSC 2024

13 Remote Code 
Execution Critical 1

MS25-09-OFF

Excel 2016, Office 
2016, Office LTSC for 
Mac 2021 & 2024, 
Office Online Server, 
Office for Android, 

OfficePlus, Powerpoint 
2016,  Word 2016

14 Remote Code 
Execution Critical 1

MS25-09-SPT
Sharepoint Server 
2016, 2019, and 
Subscription

3 Remote Code 
Execution Important 2

MS25-09-SQL SQL Server 2016, 
2017, 2019, and 2022 3 Denial of Service Important 2 CVE-2024-21907

MS25-09-W10

Windows 10, Server 
2016, Server 2019, 
Server 2022, Edge 
Chromium and IE 11

56 Remote Code 
Execution Critical 1 CVE-2025-55234

MS25-09-W11
Windows 11, Server 
2025, and Edge 
Chromium

58 Remote Code 
Execution Critical 1 CVE-2025-55234

The majority of concerns for September Patch 
Tuesday occurred prior to Patch Tuesday. In 
the few weeks prior to Patch Tuesday a pair 
of actively exploited Android CVEs (CVE-
2025-38352, CVE-2025-48543), a zero-day 
in WhatsApp (CVE-2025-55177), and another 
zero-day in WinRAR (CVE-2025-8088) were 
resolved. Ensure you are responding to  
those vulnerabilities.  

Microsoft only has a pair of publicly disclosed 
vulnerabilities (CVE-2025-55234, CVE-2024-
21907) out of 81 total CVEs resolved this 
month making this about as close to a calm 
Patch Tuesday as we can hope for. The  
Windows OS and Office updates are rated 
Critical this month putting those as the highest 
priority, but with no zero-day exploits this 
month focus on routine maintenance from a 
Microsoft perspective.
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