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Bulletins Critical Important

October Patch Tuesday has a scary amount
of content! 172 CVEs resolved by Microsoft,
14 CVEs resolved by Mozilla and 36 CVEs
resolved by Adobe. Microsoft resolved three
exploited and two disclosed CVEs, and Mo-
zilla has three CVEs that are suspected to be
exploited. Adding to the fun is the end of life
of Windows 10, Office 2016 and 2019 and
Exchange Server 2016 and 2019.
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Affected products

Bridge 14.1.9 (LTS)
and 15.1.2

Animate 23.0.15
and 24.0.12

Illustrator 29.8
and 28.7.10

Affected products

Exchange Server
2016, 2019, and
Subscription Edition

.NET Framework
2.0-4.81

365 Apps, Office
2019, Office LTSC
2021 and Office LTSC
2024

Access 2016, Excel
2016, Office 2016,
Office LTSC for
Mac 2021 & 2024,
Office Online Server,
Office for Android,
Powerpoint 2016,
Word 2016

.NET Framework
2.0-4.81

Sharepoint Server
2016, 2019, and
Subscription

Windows 10, Server
2016, Server 2019,
Server 2022, Edge
Chromium and IE 11

Windows 11, Server
2025, and Edge
Chromium

Affected products

Firefox 144

Firefox ESR 115.29

Firefox ESR 140.4

Thunderbird 144

Thunderbird ESR
140.4
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*CVEs are suspected by the vendor to be exploited in the wild.
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CVE-2025-2884,
CVE-2025-24052

CVE-2025-2884,
CVE-2025-24052

Exploits

*CVE-2025-11714,
*CVE-2025-11715,
*CVE-2025-11721

*CVE-2025-11714

*CVE-2025-11714,
*CVE-2025-11715

*CVE-2025-11714,
*CVE-2025-11715,
*CVE-2025-11721

*CVE-2025-11714,
*CVE-2025-11715
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CVE-2025-24990,
CVE-2025-47827,
CVE-2025-59230

CVE-2025-24990,
CVE-2025-47827,
CVE-2025-59230

Disclosures



