
 

Affected products CVE 
count Impact Vendor 

severity
Ivanti 
priority

Threat 
risk Exploits Disclosures

APSB25-42 Animate  
2023 and 2024 5 Remote Code 

Execution Critical 1

APSB25-44 Bridge 14 and 15 3 Remote Code 
Execution Critical 1

APSB25-43 Adobe Illustrator 
2024 and 2025 1 Remote Code 

Execution Critical 1

APSB25-37 Adobe InDesign 
19 and 20 3 Remote Code 

Execution Critical 1

APSB25-40 Adobe Photoshop 
2024 and 2025 3 Remote Code 

Execution Critical 1
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MS25-05-O365

Microsoft 365 Apps, 
Office 2019, Office 
LTSC 2021 and Office 

LTSC 2024

13 Remote Code 
Execution Critical 1

MS25-05-OFF

Excel 2016, Office 
2016, Office LTSC  
for Mac 2021 & 2024, 
Office Online Server, 
Office for Andriod, 
Office Universal

11 Remote Code 
Execution Critical 1

MS25-05-SPT
Sharepoint Server 
2016, 2019, 

and Subscription
4 Remote Code 

Execution Important 2

MS25-05-W10

Windows 10,  
Server 2016, Server 
2019, Server 2022, 
Edge Chromium  
and IE 11

41 Remote Code 
Execution Critical 1

CVE-2025-30397, 
CVE-2025-30400, 
CVE-2025-32701, 
CVE-2025-32706, 
CVE-2025-32709

MS25-05-W11
Windows 11,  

Server 2025, and 
Edge Chromium

41 Remote Code 
Execution Critical 1

CVE-2025-30397, 
CVE-2025-30400, 
CVE-2025-32701, 
CVE-2025-32706, 
CVE-2025-32709

May Patch Tuesday resolves five actively 
exploited and two publicly disclosed 
vulnerabilities. Spoiler alert: all five zero-days 
are resolved by deploying the Windows OS 
update. Also, this month Windows 11 and 
Server 2025 updates include some new AI 
features, but they carry a lot of baggage. 
Literally - they are around 4GB! New AI 
features include Recall, Click to Do and 
Improved Windows Search. 
 
Rounding out Patch Tuesday on the third-party 
side we have a number of Adobe Creative 
Suite updates, and keep an eye out for the 
weekly Google Chrome update. 

Patch Tuesday MAY 2025

Microsoft
4 
Critical

1 
Important

5 
Bulletins

5 
Critical

0 
Important

5 
Bulletins

Adobe


