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Bulletins Critical Important

The CISA KEV database is now up to 925 CVEs
and at the rate it is increasing it will likely turn

over the 1k mark around late August this year.
Apple has released a new capability called
Rapid Security Responses to respond faster

to security vulnerabilities, security improvements,
and mitigations. Microsoft’s Patch Tuesday
release is one of the smallest we have seen

in a while, but does include a few new Known
Exploited vulnerabilities and a Public Disclosure.
Fortunately the Windows OS update this month
will take care of most of that risk in one shot.

For more information visit:
ivanti.com/patch-tuesday
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Microsoft
Bulletins

MS23-05-IE

MS23-05-MR8

MS23-05-MR81

MS23-05-OFF

MS23-05-0365

MS23-05-S08

MS23-05-S081

MS23-05-SPT

MS23-05-W10

MS23-05-W11

Mozilla
Bulletins

MFSA 2023-16

MFSA 2023-17

Affected products

Internet Explorer 11

Server 2012 and IE 11

Server 2012 R2
and IE 11

Excel 2013 & 2016,

Office 2019 & Office
LTSC 2021 for Mac,
Office Online Server,
Word 2103 & 2016

Microsoft 365 Apps,
Office 2019, and
Office LTSC 2021

Server 2012

Server 2012 R2

Sharepoint Server
2013 - 2019

Windows 10, Server
2016, Server 2019,
Server 2022, Edge
Chromium and IE 11

Windows 11
and Edge Chromium

Affected products

Firefox 113

Firefox ESR 102.11
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Disclosures
& Exploits

Known Exploited and
Publicly Disclosed:
CVE-2023-24932, CVE-
2013-3900 (re-issued)
Known Exploited:
CVE-2023-29336
Publicly Disclosed:
CVE-2023-29325

Known Exploited and
Publicly Disclosed:
CVE-2023-24932, CVE-
2013-3900 (re-issued)
Known Exploited:
CVE-2023-29336
Publicly Disclosed:
CVE-2023-29325

Known Exploited and
Publicly Disclosed:
CVE-2023-24932, CVE-
2013-3900 (re-issued)
Known Exploited:
CVE-2023-29336
Publicly Disclosed:
CVE-2023-29325

Known Exploited and
Publicly Disclosed:
CVE-2023-24932, CVE-
2013-3900 (re-issued)
Known Exploited:
CVE-2023-29336
Publicly Disclosed:
CVE-2023-29325

Known Exploited and
Publicly Disclosed: CVE-
2023-24932, CVE-2013-

3900 (re-issued)
Known Exploited:
CVE-2023-29336
Publicly Disclosed:
CVE-2023-29325

Known Exploited and
Publicly Disclosed:
CVE-2023-24932, CVE-
2013-3900 (re-issued)
Publicly Disclosed:
CVE-2023-29325

Disclosures
& Exploits


https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://support.apple.com/en-us/HT201224
http://ivanti.com/patch-tuesday

