
March 14, 2023

Microsoft has resolved 80 new CVEs this month 
including two confirmed zero-day exploits that 
impact Microsoft Office and Windows Smart 
Screen. Both exploits are user targeted.  
Mozilla has also released updates for Firefox and 
Firefox ESR resolving 13 unique CVEs. Priorities 
for this month are Microsoft Office and 
365 Apps, and the Windows OS. 

For more information visit:  
ivanti.com/resources/patch-tuesday 
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Microsoft 
Bulletins Affected products CVE Impact Vendor 

severity
Ivanti 
priority Threat risk Disclosures 

& Exploits

MS23-03-MR8 Server 2012 and IE 44 Remote Code 
Execution Critical 1

MS23-03-MR81 Server 2012 R2 and IE 45 Remote Code 
Execution Critical 1

MS23-03-OFF

Excel 2013 & 2016, 
Office 2013 & 2016, 
Office 2019 & Office 
LTSC 2021 for Mac, 
Office for Android and 
Universal, Office Online 
Server and Office Web 

Apps Server

6 Remote Code 
Execution Critical 1 Known Exploited: 

CVE-2023-23397

MS23-03-O365
Microsoft 365 Apps, 
Office 2019, and Office 

LTSC 2021
3 Remote Code 

Execution Critical 1 Known Exploited: 
CVE-2023-23397

MS23-03-SO8 Server 2012 44 Remote Code 
Execution Critical 1

MS23-03-SO81 Server 2012 R2 45 Remote Code 
Execution Critical 1

MS23-03-SPT Sharepoint Server 
2013 - 2019 1 Spoofing Important 2

MS23-03-W10

Windows 10, Server 
2016, Server 2019, 
Server 2022, Edge 
Chromium and IE 11

54 Remote Code 
Execution Critical 1

Known Exploited 
and Publicly 
Disclosed:  

CVE-2023-24880 
Publicly Disclosed: 
CVE-2022-43552 
(re-issued)

MS23-03-W11 Windows 11  
and Edge Chromium 53 Remote Code 

Execution Critical 1

Known Exploited 
and Publicly 
Disclosed:  

CVE-2023-24880 
Publicly Disclosed: 
CVE-2022-43552 
(re-issued)

Mozilla 
Bulletins Affected products CVE Impact Vendor 

severity
Ivanti 
priority Threat risk Disclosures 

& Exploits

MFSA 2023-09 Firefox 111 13 Remote Code 
Execution Critical 1

MFSA 2023-10 Firefox ESR 102.9 6 Remote Code 
Execution Critical 1
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