
 

Affected products CVE 
count Impact Vendor 

severity
Ivanti 
priority

Threat 
risk Exploits Disclosures

APSB25-49 After Effects  
24.6.7 and 25.3 2 Denial of Service Important 2

APSB25-56 Audition  
24.6.7 and 25.3 1 Denial of Service Important 2

APSB25-59 InCopy  
19.5.4 and 20.4 3 Remote Code 

Execution Critical 1

APSB25-60 InDesign 
19.5.4 and 20.4 6 Remote Code 

Execution Critical 1

APSB25-65 Illustrator  
28.7.8 and 29.6 10 Remote Code 

Execution Critical 1
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MS25-07-O365

Microsoft 365 Apps, 
Office 2019, Office 
LTSC 2021 and  
Office LTSC 2024

13 Remote Code 
Execution Critical 1

MS25-07-OFF

Excel 2016,  
Office 2016,  

Office LTSC for Mac 
2021 & 2024, Office 
Online Server, Office 
for Andriod, Outlook 
2016, Powerpoint 
2016, Teams (all), 
Word 2016

14 Remote Code 
Execution Critical 1

MS25-07-SPT
Sharepoint Server 
2016, 2019, and 
Subscription

4 Remote Code 
Execution Critical 1

MS25-07-SQL SQL Server 2016, 
2017, 2019, and 2022 3 Remote Code 

Execution Critical 1 CVE-2025-49719

MS25-07-W10

Windows 10, Server 
2016, Server 2019, 
Server 2022, Edge 
Chromium and IE 11

97 Remote Code 
Execution Critical 1

MS25-07-W11
Windows 11,  

Server 2025, and 
Edge Chromium

102 Remote Code 
Execution Critical 1

July Patch Tuesday is a sizeable one, but no 
significant security risk. Microsoft resolved 
130 new CVEs, including one public  
disclosure. The DHCP issue caused by the 
June 2025 update appears to be resolved. 
It is not reported as a known issue for 
Windows OS KBs for July. On the third-party 
updates side, you should definitely ensure 
your Google Chrome and Microsoft Edge 
updates are applied to resolve the zero-day 
exploit fixed in the June 30 update. Adobe 
released updates for the Creative Suite 
and more. Most have critical CVEs, but no 
exploited or disclosed CVEs. 
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