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January’s Patch Tuesday kicks off the year with a
mix of exploited vulnerabilities, big browser fixes,
and hefty Windows updates. Microsoft patched
one actively exploited flaw, Mozilla is dealing
with two suspected zero-days, and Chrome has
its own high-severity WebView issue. Add in
Adobe updates and Oracle’s CPU arriving next
week, and there’s plenty to keep IT teams busy.
If you're prioritizing, start with Windows and

your browsers, then work your way through the
third-party updates as you prep for the rest of
the month’s releases.
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Affected products

InDesign 1D21.1
and ID20.5.1

Illustrator 29.8.4
and 30.1

InCopy 21.1 and 20.5.1

Bridge 15.1.3 (LTS)
and 16.0.1

Affected products

Office 365 Apps,
Office 2019* Office
LTSC 2021 and Office
LTSC 2024

Excel 2016* Office
2016*, Office Online
Server, Office LTSC
for Mac 2021 and
2024, and Word 2016*

Sharepoint Server
2016, 2019, and
Subscription

SQL Server 2022 and
2025

Win 10 LTSB, Server
2016, Server 2019,
Server 2022

Windows 11, Server
2025, and Edge
Chromium

Affected products

Firefox 147

Firefox ESR 115.32

Firefox ESR 140.7
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*CVEs are suspected by the vendor to be exploited in the wild
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CVE-2026-20805

CVE-2026-20805

Exploits

*CVE-2026-0891,
*CVE-2026-0892

*CVE-2026-0891
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CVE-2023-31096,
CVE-2026-21265

CVE-2023-31096,
CVE-2026-21265

Disclosures



