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APSB25-02 Photoshop  
2024 and 2025 2 Arbitrary Code 

Execution Critical 1

APSB25-05 Animate  
2023 and 2024 1 Arbitrary Code 

Execution Critical 1
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CHROME-250114 Chrome 132 13 Remote Code 
Execution Critical 1
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MS25-01-MRNET .NET Framework 
3.5 - 4.8.1 1 Remote Code 

Execution Important 2

MS25-01-O365

Microsoft 365 Apps, 
Office 2019, Office 
LTSC 2021 and Office 

LTSC 2024

12 Remote Code 
Execution Critical 1

CVE-2025-21186, 
CVE-2025-21366, 
CVE-2025-21395

MS25-01-OFF

Access 2016, Excel 
2016, Office 2016, 
Office for Mac, Office 
LTSC for Mac 2021 
& 2024, OneNote for 
Mac, Office Online 
Server, Outlook 2016

11 Remote Code 
Execution Critical 1

CVE-2025-21186, 
CVE-2025-21366, 
CVE-2025-21395

MS25-01-SONET .NET Framework 
3.5 - 4.8.1 1 Remote Code 

Execution Important 2

MS25-01-SPT
Sharepoint Server 
2016, 2019, and 
Subscription

3 Remote Code 
Execution Important 2

MS25-01-W10

Windows 10, Server 
2016, Server 2019, 
Server 2022, Edge 
Chromium and IE 11

130 Remote Code 
Execution Critical 1

CVE-2025-21333, 
CVE-2025-21334, 
CVE-2025-21335

CVE-2025-21275, 
CVE-2025-21308

MS25-01-W11
Windows 11,  

Server 2025, and 
Edge Chromium

130 Remote Code 
Execution Critical 1

CVE-2025-21333, 
CVE-2025-21334, 
CVE-2025-21335

CVE-2025-21275, 
CVE-2025-21308

Microsoft has released updates resolving  
159 unique CVEs for January. Amongst the 
lineup are three Zero-Day Exploits and five 
Publicly Disclosed vulnerabilities. Adobe 
resolved 14 critical CVEs and Google resolved 
13 CVEs in Chrome. Oracle updates will be 
available in the coming week, all to keep you 
on your toes this January! First and highest 
priority this month will be the Windows OS, 
which will knock out the most significant risks.  
For more details check out the 
Ivanti January Patch Tuesday blog! 
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