
Adobe 
Bulletin Affected products CVE 

count Impact Vendor 
severity

Ivanti 
priority Threat risk Disclosures 

& Exploits

APSB23-01 Acrobat and Reader 15 Remote Code 
Execution Critical 1

Google 
Bulletin Affected products CVE 

count Impact Vendor 
severity

Ivanti 
priority Threat risk Disclosures 

& Exploits

CHROME-230110 Chrome 14 Remote Code 
Execution Critical 1

Microsoft 
Bulletins Affected products CVE 

count Impact Vendor 
severity

Ivanti 
priority Threat risk Disclosures 

& Exploits

MS23-01-EXCH Microsoft Exchange 
Server 2013 - 2019 5 Spoofing Important 2

MS23-01- 
MR2K8-ESU

Server 2008 and  
IE 9 - Extended 
Security

39 Remote Code 
Execution Critical 1

MS23-01- 
MR2K8R2-ESU

Server 2008 R2 +  
IE - Extended 
Security

39 Remote Code 
Execution Critical 1

MS23-01-MR7-ESU Windows 7 + IE - 
Extended Secuity 42 Remote Code 

Execution Critical 1 Publicly Disclosed: 
CVE-2023-21549

MS23-01-MR8 Server 2012 and IE 45 Remote Code 
Execution Critical 1 Publicly Disclosed: 

CVE-2023-21549

MS23-01-MR81 Windows 8.1, Server 
2012 R2 and IE 48 Remote Code 

Execution Critical 1

Publicly Disclosed: 
CVE-2023-21549 
Known Exploited: 
CVE-2023-21674

MS23-01-OFF

Office 2019 for Mac, 
Office LTSC 2021 
for Mac, Visio 2013 

& 2016

5 Remote Code 
Execution Important 2

MS23-01-O365
Microsoft 365 Apps, 
Office 2019 &  
LTSC 2021

6 Remote Code 
Execution Important 2

MS23-01-SO2K8-ESU Server 2008 - 
Extended Security 39 Remote Code 

Execution Critical 1

MS23-01- 
SO2K8R2-ESU

Server 2008 R2 - 
Extended Security 39 Remote Code 

Execution Critical 1

MS23-01-SO7-ESU Windows 7 - 
Extended Secuity 42 Remote Code 

Execution Critical 1 Publicly Disclosed: 
CVE-2023-21549

MS23-01-SO8 Server 2012 45 Remote Code 
Execution Critical 1 Publicly Disclosed: 

CVE-2023-21549

MS23-01-SO81 Windows 8.1 and 
Server 2012 R2 48 Remote Code 

Execution Critical 1

Publicly Disclosed: 
CVE-2023-21549 
Known Exploited: 
CVE-2023-21674

MS23-01-SPT Sharepoint Server 
2013 - 2019 3 Remote Code 

Execution Critical 1

MS23-01-W10

Windows 10, Server 
2016, Server 2019, 
Server 2022, Edge 
Chromium and IE 11

66 Remote Code 
Execution Critical 1

Publicly Disclosed: 
CVE-2023-21549 
Known Exploited: 
CVE-2023-21674

MS23-01-W11 Windows 11 and  
Edge Chromium 64 Remote Code 

Execution Critical 1

Publicly Disclosed: 
CVE-2023-21549 
Known Exploited: 
CVE-2023-21674

Patch Tuesday
January 10, 2023

As the final extended support update for 
Windows 7, Server 2008, and 2008 R2, 
Microsoft is releasing updates resolving 101 
total vulnerabilities. 11 CVEs are rated as Critical 
this month, including one known exploited 
vulnerability and one publicly disclosed 
vulnerability. Microsoft is also releasing the 
last security update for Windows 8.1. For more 
information on this Patch Tuesday and what it 
means for different Windows products, check out 
our blog. 

For more information visit:  
ivanti.com/patch-tuesday 
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