ivanti Patch Tuesday

February 14, 2023
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February 2023 Patch Tuesday includes fixes for

Critical

Important

76 CVEs from Microsoft, 3 of which are zero-

day vulnerabilities, and updates from Mozilla for

Firefox and Firefox ESR. Also check on recent

updates from Google, Apple, Oracle, and other

third-party updates released since January

Patch Tuesday.

For more information visit:
ivanti.com/resources/patch-tuesday
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Microsoft
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MS23-02-EXCH

MS23-02-IE

MS23-02-MR8

MS23-02-MR81

MS23-02-MRNET

MS23-02-OFF

MS23-02-0365

MS23-02-S08

MS23-02-S081

MS23-02-SONET

MS23-02-SPT

MS23-02-SQL

MS23-02-W10

MS23-02-W11

Mozilla
Bulletins

MFSA 2023-05

MFSA 2023-06

Affected products

Microsoft Exchange
Server 2013 - 2019

Internet Explorer
9and 11

Server 2012 and IE

Server 2012 R2 and IE

.NET Framework
2.0-4.8

Office 2019 for Mac,
Office LTSC 2021 for
Mac, Office Online
Server and Word
2013 & 2016

Microsoft 365 Apps and
Office LTSC 2021

Server 2012

Server 2012 R2

NET Framework
2.0-4.8

Sharepoint Server
2013 - 2019

SQL Server
2014 - 2022

Windows 10, Server
2016, Server 2019,
Server 2022, Edge
Chromium and IE 11

Windows 11 and
Edge Chromium

Affected products

Firefox 110

Firefox ESR 102.8
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Disclosures
& Exploits

Known Exploited:
CVE-2023-21823,
CVE-2023-23376

Known Exploited:
CVE-2023-21823,
CVE-2023-23376

Known Exploited:
CVE-2023-21715

Known Exploited:
CVE-2023-21823,
CVE-2023-23376

Known Exploited:
CVE-2023-21823,
CVE-2023-23376

Known Exploited:
CVE-2023-21823,
CVE-2023-23376

Known Exploited:
CVE-2023-21823,
CVE-2023-23376
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