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APSB24-92 Acrobat and Reader 6 Remote Code 
Execution Critical 1
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MS24-12-O365

Microsoft 365 Apps, 
Office 2019, Office 
LTSC 2021, and  
Office LTSC 2024

4 Remote Code 
Execution Important 2

MS24-12-OFF

Access 2016, Excel 
2016, Office 2016, 
Office 2021 & 2024 
LTSC for Mac, Project 
2016, and Word 2016

5 Remote Code 
Execution Important 2

MS24-12-SPT Sharepoint Server 
2016 - 2019 5 Remote Code 

Execution Important 2

MS24-12-W10

Windows 10, Server 
2016, Server 2019, 
Server 2022, Edge 
Chromium and IE 11

58 Remote Code 
Execution Critical 1 CVE-2024-49138 CVE-2024-49138

MS24-12-W11
Windows 11,  

Server 2025, and  
Edge Chromium

58 Remote Code 
Execution Critical 1 CVE-2024-49138 CVE-2024-49138

Microsoft has released updates for December 
2024. The release looks pretty straight 
forward. Microsoft resolved 71 new CVEs 
affecting Windows OS, Office, Sharepoint, 
System Center Operations Monitor, Defender 
and a Microsoft AI project called Muzic. A 
Third-party update from Adobe rounds out 
the month, but the lineup is pretty light from 
a security perspective. Priority wise the top 
priority for December is the Windows  
OS update, which accounts for 58 CVEs 
including all 16 Critical and the one Known 
Exploited CVE. 
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