
 

Affected products CVE 
count Impact Vendor 

severity
Ivanti 
priority

Threat 
risk Exploits Disclosures

APSB25-73 Animate 23.0.13 
and 24.0.10 2 Remote Code 

Execution Critical 1

APSB25-74 Illustrator 29.7 
and 28.7.9 4 Remote Code 

Execution Critical 1

APSB25-75 Photoshop 26.9 
and 25.12.4 1 Remote Code 

Execution Critical 1

APSB25-79 InDesign 20.5 
and 19.5.5 14 Remote Code 

Execution Critical 1

APSB25-80 InCopy 20.5 
and 19.5.5 8 Remote Code 

Execution Critical 1
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CHROME-250812 Chrome 139.0.7258 5 Remote Code 
Execution Critical 1
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MS25-08-EXCH
Exchange Server 
2016, 2019, and 
Subscription Edition

5 Tampering Important 2

MS25-08-O365

365 Apps, Office 
2019, Office LTSC 

2021 and  
Office LTSC 2024

14 Remote Code 
Execution Critical 1

MS25-08-OFF

Excel 2016, Office 
2016, Office LTSC for 
Mac 2021 & 2024, 
Office Online Server, 
Office for Android, 
Powerpoint 2016, 
Subsystem for Linux, 
Teams (all), Word 

2016

16 Remote Code 
Execution Critical 1

MS25-08-SPT
Sharepoint Server 
2016, 2019, and 
Subscription

4 Remote Code 
Execution Critical 1

MS25-08-SQL SQL Server 2016, 
2017, 2019, and 2022 5 Elevation of 

Privilege Important 2

MS25-08-W10

Windows 10, Server 
2016, Server 2019, 
Server 2022, Edge 
Chromium and IE 11

62 Remote Code 
Execution Critical 1

MS25-08-W11
Windows 11,  

Server 2025, and 
Edge Chromium

66 Remote Code 
Execution Critical 1 CVE-2025-53779

Microsoft and Adobe have released updates 
resolving 107 and 67 CVEs, respectively. 
Risk-based priorities this month are the 
Windows OS, Office, Sharepoint and Adobe 
Experience Manager Forms to resolve publicly 
disclosed and critical vulnerabilities. Server 
and ops teams will also want to take a look at 
the two Azure CVEs and updates for Exchange 
and SQL Server.
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