
 

Affected products CVE 
count Impact Vendor 

severity
Ivanti 
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Threat 
risk Exploits Disclosures

APSB25-23 After Effects  
2024 and 2025 7 Remote Code 

Execution Critical 1

APSB25-31 Animate  
2023 and 2024 4 Remote Code 

Execution Critical 1

APSB25-25 Bridge 14 and 15 1 Remote Code 
Execution Critical 1

APSB25-24 Media Encoder  
24 and 25 2 Remote Code 

Execution Critical 1

APSB25-30 Adobe Photoshop 
2024 and 2025 1 Remote Code 

Execution Critical 1

APSB25-28 Adobe Premier Pro  
24 and 25 1 Remote Code 

Execution Critical 1
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CHROME- 
250408 Chrome 135 1 Remote Code 

Execution Critical 1
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MS25-04-O365

Microsoft 365 Apps, 
Office 2019, Office 
LTSC 2021 and Office 

LTSC 2024

15 Remote Code 
Execution Critical 1

MS25-04-OFF

Access 2016, Excel 
2016, Office 2016, 
Office LTSC for Mac 
2021 & 2024, Office 
Online Server, Office 
for Andriod, Office 
OneNote 2016, Office 
Universal, Outlook for 

Android

17 Remote Code 
Execution Critical 1

MS25-04-SPT
Sharepoint Server 
2016, 2019, and 
Subscription

5 Remote Code 
Execution Important 2

MS25-04-W10

Windows 10, Server 
2016, Server 2019, 
Server 2022, Edge 
Chromium and IE 11

87 Remote Code 
Execution Critical 1 CVE-2025-29824

MS25-04-W11
Windows 11, Server 
2025, and Edge 
Chromium

84 Remote Code 
Execution Critical 1 CVE-2025-29824

April Patch Tuesday is all about volume. 121 
CVEs resolved by Microsoft, 54 CVEs resolved 
by Adobe (17 in Creative Cloud apps), updates 
for all browsers in the past week, and Oracle 
CPU is coming out next week! The good news 
is there is one zero-day to be concerned  
about and that is in the Windows OS updates 
this month.   

Patch Tuesday APR 2025

Microsoft
4 
Critical

1 
Important

5 
Bulletins

6 
Critical

0 
Important

6 
Bulletins

Adobe

Google
1 
Critical

0 
Important

1 
Bulletin


