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APSB25-106 InDesign 20.5.1  
and 21.0 4 Remote Code 

Execution Critical 1

APSB25-107 InCopy 20.5.1 and 21.0 3 Remote Code 
Execution Critical 1

APSB25-108 Photoshop 26.9  
and later versions 1 Remote Code 

Execution Critical 1

APSB25-109 Illustrator 29.8.3  
and 30.0 2 Remote Code 

Execution Critical 1
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MS25-11-O365
Office 365 Apps, 

Office LTSC 2021 and 
Office LTSC 2024

11 Remote Code 
Execution Critical 1

MS25-11-OFF

Office LTSC for Mac 
2021 & 2024, Office 
Online Server, Office 

for Android

9 Remote Code 
Execution Critical 1

MS25-11-SPT
Sharepoint Server 
2016, 2019, and 
Subscription

1 Remote Code 
Execution Important 2

MS25-11-SQL SQL Server 2016, 
2017, 2019, and 2022 1 Elevation of 

Privilege Important 2

MS25-11-W11
Windows 11, Server 
2025, and Edge 
Chromium

38 Remote Code 
Execution Critical 1 CVE-2025-62215
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MFSA 2025-87 Firefox 145 16 Remote Code 
Execution Critical 1

MFSA 2025-88 Firefox ESR 140.5 9 Remote Code 
Execution Critical 1

MFSA 2025-89 Firefox ESR 115.30 4 Remote Code 
Execution Critical 1

November 2025 Patch Tuesday brings us 
a lull in CVE count from Microsoft. The first 
update since the Windows 10 EoL includes 
one zero-day exploit which already affects the 
aforementioned EoL OS. This means running 
Windows 10 without ESU coverage is a real 
security risk right out of the gate. Third-party 
updates from Adobe and Mozilla round out the 
security updates this Patch Tuesday as  
Google Chrome’s PT update included no  
reported CVEs. 
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