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“April showers” the poem begins, and while it’s not an all-out storm,
April Patch Tuesday provides more than a sprinkling of updates,
including critical patches. Take note as well of the out-of-band patch
that protects you from an Elevation of Privilege vulnerability as
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well as the Java update. Java remains a common target for threat
actors. In the midst of these clouds, though, here’s a silver lining:
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Other Microsoft has lifted the AV compatibility check prior to delivery of
-| 0 0 0 Windows security updates. It's full speed ahead on patching!
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Bulletins Count Impact Severity Priority Risk Notes Targeted Impact
F4\ Adobe APSB18-08 Remote Code "
Flash Player 6 Execution Critical 1 -] @
mE i
me Microsoft MS18-04-2K8 19 Remote Code Crtcal 1 -] @
Server 2008 Execution
MS18-04-IE
Remote Code -
Internet Explorer 13 ) Critical 1 - ( : ) @
9,10, 11 Execution
MS18-04-MR7
Windows 7, Server 33 Reg:g;eﬂ%:}de Critical 1 -] @ @
2008 R2 and IE
MS18-04-MR8 Remote Code -
Server 2012 and IE 34 Execution Critical 1 -] @ @
MS18-04-MR81
h Remote Code .
Windows 8.1, Server 36 ) Critical 1 - ( : ) @
2012 R2 and IE Exeoution
MS18-04-0FF
Office 2010-2016, Excel
2007-2016, Word Remote Code
2007-2016, Web Apps 10 Execution Important 2 Bl T o) ¢
Server, Office 2016
for Mac
MS18-04-0365
Excel 2016 and 4 Ricgéit%?]de Important 2 -]] @ @
Office 2016
MS18-04-S07
- Remote Code -
Windows 7 and 20 ; Critical 1 - ( : ) @
Server 2008 R2 Execution
MS18-04-S08 Remote Code -
Server 2012 21 Execution il 1 -] @ @
MS18-04-S081
Windows 8.1 and 23 ReEngélen%;]de Critical 1 -] @ @
Server 2012 R2
MS18-04-W10
. Remote Code -
Windows 10, Server 50 ) Critical 1 @
2016, IE 11, and Edge Execution -] @
MS18-04-SPT - i
) Remote Code Publicly Disclosed:
Sharepoint Server 5 Execution Important 1 -] CVE-2018-1034
2010-2016
MS18-04-AFP Remote Code -
Flash Player 6 Execution e 1 -] @
&3 other BANDICUT-006
- Bandicut NA N NWA 3
TOHG-015
TortoiseHg NA IO e 3
TOMCAT-105
Tomcat N\A N\A N\A 3

For additional analysis and insight visit: www.ivanti.com/patch-tuesday
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