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PATCH TUESDAY

ICLOUD-013 
iCloud for Windows 7.7 19 Remote Code 

Execution
Not rated 1

MS18-10-EXCH 
Exchange Server 2010, 

2013, 2016
3 Remote Code 

Execution
Important 2

MS18-10-IE 
Internet Explorer  

9, 10, 11
2 Remote Code 

Execution
Critical 1

MS18-10-MR2K8 
Server 2008 14 Remote Code 

Execution
Critical 1

Publicly Disclosed: 
CVE-2018-8423 

Exploited:  
CVE-2018-8453

MS18-10-MR7 
Windows 7, Server 2008 

R2 and IE
16 Remote Code 

Execution
Critical 1

Publicly Disclosed: 
CVE-2018-8423 

Exploited:  
CVE-2018-8453

 MS18-10-MR8 
Server 2012 and IE 16 Remote Code 

Execution
Critical 1

Publicly Disclosed: 
CVE-2018-8423 

Exploited: 
CVE-2018-8453

MS18-10-MR81  
Windows 8.1, Server 

2012 R2 and IE
17 Remote Code 

Execution
Critical 1

Publicly Disclosed: 
CVE-2018-8423 

Exploited: 
CVE-2018-8453

MS18-10-OFF 
Excel 2010-2016, Office 

2010-2016, Outlook 
2010-2016, Powerpoint 

2010-2016, Word 
2010-2016, Office for 

Mac 2016

5 Remote Code 
Execution

Important 2

MS18-10-O365 
Office 365 ProPlus, 

Office 2019
5 Remote Code 

Execution
Important 2

MS18-10-SO2K8 
Server 2008 14 Remote Code 

Execution
Critical 1

Publicly Disclosed: 
CVE-2018-8423 

Exploited: 
CVE-2018-8453

MS18-10-SO7 
Windows 7 and Server 

2008 R2
14 Remote Code 

Execution
Critical 1

Publicly Disclosed: 
CVE-2018-8423 

Exploited: 
CVE-2018-8453

MS18-10-SO8 
Server 2012 14 Remote Code 

Execution
Critical 1

Publicly Disclosed: 
CVE-2018-8423 

Exploited: 
CVE-2018-8453

MS18-10-SO81 
Windows 8.1 and  
Server 2012 R2

15 Remote Code 
Execution

Critical 1

Publicly Disclosed: 
CVE-2018-8423 

Exploited:  
CVE-2018-8453

MS18-10-SPT 
Sharepoint Server  
2010, 2013, 2016

5 Remote Code 
Execution

Important 2

MS18-10-W10 
Windows 10, Server 
2016, Server 2019,  

IE 11, and Edge

33 Remote Code 
Execution

Critical 1

Publicly Disclosed: 
CVE-2018-8423 

Exploited: 
CVE-2018-8453

APSB18-35 
Adobe Flash Player 3 Non-security

Bulletins Impact
Vendor
Severity

CVE
Count Notes

Threat
Risk

Ivanti
Priority

User
Targeted

Privilege
Management

Mitigates
Impact

Halloween is just around the corner for many, but 

October Patch Tuesday hasn’t brought with it a host of 

vulnerability scares. The number of CVEs declined over 

recent months, so you have a little breathing room to get 

your house in order. As you plan your patching priorities, 

though, do keep in mind that Java patches will be out 

later this month.

Microsoft
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Other

Apple

1
Bulletin

0
Critical

0
Important

1
User Targeted

14
Bulletins

10
Critical

4
Important

14
User Targeted

Microsoft

1
Bulletin

0
Critical

0
Important

0
User Targeted

Other

Apple

User Targeted

15

New Bulletins

16

Zero Day

1


