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PATCH TUESDAY

APSB18-19  
Flash Player 4 Remote Code 

Execution
Critical 1

Released June 7th 
Exploited in Wild  
CVE-2018-5002

SW12-34204  
Shockwave

MS18-06-2K8 
Server 2008 6 Remote Code 

Execution
Critical 1

MS18-06-IE  
Internet Explorer  

9, 10, 11
4 Remote Code 

Execution
Critical 1

Publicly Disclosed  
CVE-2018-8267

MS18-06-MR7  
Windows 7, Server  

2008 R2 and IE
12 Remote Code 

Execution
Critical 1

Publicly Disclosed  
CVE-2018-8267

MS18-06-MR8  
Server 2012 and IE 12 Remote Code 

Execution
Critical 1

Publicly Disclosed  
CVE-2018-8267

MS18-06-MR81  
Windows 8.1, Server 

2012 R2 and IE
12 Remote Code 

Execution
Critical 1

Publicly Disclosed  
CVE-2018-8267

MS18-06-OFF  
Office 2010-2016, Excel 

2010-2016, Outlook 
2010-2016, Word 2010-

2016, Web Apps and 
Project Server

6 Remote Code 
Execution

Important 2

MS18-06-O365  
Office 2016 3 Remote Code 

Execution
Important 2

MS18-06-SO7  
Windows 7 and Server 

2008 R2
8 Remote Code 

Execution
Critical 1

MS18-06-SO8  
Server 2012 8 Remote Code 

Execution
Critical 1

MS18-06-SO81  
Windows 8.1 and  
Server 2012 R2

8 Remote Code 
Execution

Critical 1

MS18-06-W10  
Windows 10, Server 

2016, IE 11, and Edge
41 Remote Code 

Execution
Critical 1

Publicly Disclosed  
CVE-2018-8267

MS18-06-SPT  
Sharepoint Server  

2013, 2016
2 Elevation of 

Privilege
Important 2

MS18-06-AFP  
Flash Player 4 Remote Code 

Execution
Critical 1

Released June 7th 
Exploited in Wild  
CVE-2018-5002

OPERA-169  
Opera Browser

NITRO-011  
Nitro Pro

Bulletins Impact
Vendor
Severity

CVE
Count Notes

Threat
Risk

Shavlik
Priority

User
Targeted

Privilege
Management

Mitigates
Impact

“April showers bring May flowers”—but did you know May flowers 

bring June bugs? A less known line from that poem for sure, but quite 

apt for a Patch Tuesday synopsis where software updates are the 

name of the game. This June there’s more grist for the mill, though 

there are fewer patches than we’ve seen of late. Take note of the 

fix for a new zero day targeting a Flash bug. And use this relative 

downtime to make sure your patch processes are in good working 

order. Remember: Meltdown and Spectre are back with all new bugs 

to banish from your IT environment. 
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