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'“ Bulletin Critical Important

Are you feeling like you'd like to have poked your fingers
into the center of the Meltdown and Spectre patches like a

New Bulletins \ J box of Valentine’s chocolates? There were some unsavory
Microsoft () surprises for sure. Fortunately, the kinks are -Iargely worked
mE 1 2 1 1 out and February Patch Tuesday is more straightforward. If
— Bullotine B Important there is one word for this month in patching, it's not “love”
UserTargeted - J or “romance” but “privilege.” Patch the elevation-of-privilege
Other vulnerabilities, and then take a closer look at your policy on
2 0 privilege management. Make sure you're keeping attackers
J Bulletins Critical [ e gt from storming the heart of your organization.
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Bulletins Count Impact Severity Priority Risk Notes Targeted Impact
Released 2/6
FA\ Adobe APSB18-03 Remote - for 2070 ay,
Flash Player 2 Code Critical 1 - Exploited in Wild @
Execution CVE-2018-4878
Remote
APSB18-02 -
Acrobat/Reader M COd“? Critical 1 -:| @
Execution
E° Microsoft MS18-02-2K8 Remote y
Server 2008 1 Code Critical 1 N o)
Execution
MS18-02-1E Remote
Internet Explorer 2 Code Critical 1 -:| @ @
9,10, 1 Execution
MS18-02-MR7 Remote
Windows 7, Server 17 Code Critical 1 -] @ @
2008 R2 and IE Execution
Remote
MS18-02-MR8 .
Server 2012 and IE 14 (et ezl 1 -:| @ @
Execution
MS18-02-MR81 Remote
Windows 8.1, ...
Server 2012 R2 14 Code Critical 1 N | o) @
Execution
and IE
MS18-02-OFF
Office 2007-2016, Remote
Outlook 2007-2016, 6 Code Critical 1 B ) @
Word Viewer, and Execution
Project Server 2013
MS18-02-SO7 Remote
Windows 7 and 15 Code Critical 1 -] @ @
Server 2008 R2 Execution
Remote
MS18-02-S0O8 -
Server 2012 12 et Sl 1 BN | o) @
Execution
MS18-02-S081 Remote
Windows 8.1 and 12 Code Critical 1 -] @ @
Server 2012 R2 Execution
MS18-02-W10 Remote
Windows 10, . Publicly Disclosed
Server 2016, IE 11, 36 Code Critical 1 Bl oo @
Execution
and Edge
MS18-02-SPT .
X Elevation of
Sharepoint 2 Privilege Important 2 -]]
Server 2016
Remote Released 2/6
MS18-02-AFP " for zero day,
Flash Player z e Giiez 1 - Exploited in Wild @
Execution CVE-2018-4878
E32: Other Bandicut-004
Bandicut
CClean-059
CCleaner

For additional analysis & insight visit: www.ivanti.com/patch-tuesday
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