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PATCH TUESDAY

Patch Tuesday December is only a small flurry of 

updates.  Total CVE count from Microsoft is 32 

unique CVEs and none of these are Exploited or 

Disclosed at this time.  Adobe has an update for 

Flash Player resolving one Moderate CVE. It is still 

rated as a Priority 2 update, which is why Microsoft 

has classified the Flash update for IE as Critical.  2
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MS17-12-2K8 
Server 2008 2
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Code 

Execution
Important 2

MS17-12-IE 
Internet Explorer  

9, 10, 11
13

Remote 
Code 

Execution
Critical 1

MS17-12-MR7 
Windows 7, Server 

2008 R2 and IE
15
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Code 

Execution
Critical 1

MS17-12-MR8 
Server 2012 and IE 15
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Code 

Execution
Critical 1

MS17-12-MR81 
Windows 8.1, Serv-
er 2012 R2 and IE

15
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Critical 1

MS17-12-OFF 
Office 2010, 2013, 
2016, Sharepoint 

Server 2016, Word 
2007, 2010, 2013, 

2016

4
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Important 2

MS17-12-SO7 
Windows 7 and 
Server 2008 R2
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Execution

Important 2

MS17-12-SO8 
Server 2012 2
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Important 2

MS17-12-SO81 
Windows 8.1 and 
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2
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Important 2

MS17-12-W10 
Windows 10, Serv-
er 2016, IE 11, and 

Edge

26
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MS17-12-AFP 
Flash Player 1

Remote 
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Execution
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MS17-12-EX 
Microsoft Exchange 

Server 2013 and 
2016

1 Spoofing Important 2

APSB17-42  
Flash Player 1

Remote 
Code 

Execution
Critical 2

CCLEAN-057 
CCleaner NA NA NA 4 Non-Security

WMC-003 
Webex Meeting 

Center 
NA NA NA 4 Non-Security
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