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October 10, 2017

PATCH TUESDAY

Around the globe, Halloween and related celebrations are 

right around the corner. In the states, this is the month of 

trick-or-treat and pumpkin patches. And out in Redmond, 

Washington, Microsoft is focused on patches of a different 

sort—keeping an eye on vulnerabilities hackers could use 

to unleash nasty tricks upon the world. For October Patch 

Tuesday you’d be wise to patch all Microsoft CVEs swiftly, 

publicly disclosed and otherwise, before more than just 

the one we’ve noted below get exploited.
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Zero Day
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MS17-10-2K8 
Server 2008 20

Remote 
Code 

Execution
Critical 1

MS17-10-IE 
Internet Explorer 9, 

10, 11
5

Remote 
Code 

Execution
Critical 1

MS17-10-MR7 
Windows 7, Server 

2008 R2 and IE
25

Remote 
Code 

Execution
Critical 1

MS17-10-MR81 
Server 2012 and IE 26

Remote 
Code 

Execution
Critical 1

MS17-10-MR81 
Windows 8.1, 

Server 2012 R2 
and IE

28
Remote 

Code 
Execution

Critical 1

MS17-10-OFF 
Office 2010, 2013, 
2016, Sharepoint 
2013, 2016, Lync 
2013 and Skype 

2016

9
Remote 

Code 
Execution

Important 1

Publicly Disclosed: 
CVE-2017-11777, 
CVE-2017-11826

Exploited:  
CVE-2017-11826

MS17-10-SO7 
Windows 7 and 
Server 2008 R2

20
Remote 

Code 
Execution

Critical 1

MS17-10-SO8 
Server 2012 21

Remote 
Code 

Execution
Critical 1

MS17-10-SO81 
Windows 8.1 and 

Server 2012 R2
23

Remote 
Code 

Execution
Critical 1

MS17-10-W10 
Windows 10, 
Server 2016, 

and Edge

48
Remote 

Code 
Execution

Critical 1 Publicly Disclosed: 
CVE-2017-8703

APSB17-31 Flash 
Player 0 3 Non-Security

OPERA-144 
Opera 0 3 Non-Security

FFE17-5241 
FireFox ESR 0 3 Non-Security

Java JRE TBA TBA TBA Releasing Tuesday 
October 17th

Java JDK TBA TBA TBA Releasing Tuesday 
October 17th
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