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August 8, 2017

PATCH TUESDAY

August Patch Tuesday continues the trend of 

providing some time to get your house in order. 

Don’t let the number of Critical updates fool 

you: most are expected. You can take those on 

and attend to some of the revenue-generating 

business goals waiting in the wings. With no 

exploits in sight, you might even find yourself 

whistling while you go about your day.2
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Microsoft

Critical

13

New Bulletins
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Adobe

MS17-08-2K8
Server 2008 9

Remote 
Code 

Execution
Critical 1

Publicly Disclosed 
CVE-2017-8633 

MS17-08-AFP 
Adobe Flash Player 2

Remote 
Code 

Execution
Critical 1

MS17-08-IE
Internet Explorer 9, 

10, 11
7
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Code 

Execution
Critical 1

MS17-08-MR7 
Windows 7, 

Server 2008 R2, 
and IE
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Publicly Disclosed 

CVE-2017-8633 

MS17-08-MR8 
Server 2012 and IE 18
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Code 

Execution
Critical 1

Publicly Disclosed 
CVE-2017-8633 

MS17-08-MR81 
Windows 8.1,  

Server 2012 R2, 
and IE

18
Remote 
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Publicly Disclosed 

CVE-2017-8633 

MS17-08-OFF 
Sharepoint 2010 1 Spoofing Important 2

MS17-08-SO7 
Windows 7 and 
Server 2008 R2
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Publicly Disclosed 

CVE-2017-8633 

MS17-08-SO8 
Server 2012 11
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Execution
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Publicly Disclosed 
CVE-2017-8633 

MS17-08-SO81 
Windows 8.1 and 

Server 2012 R2
11
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Publicly Disclosed 
CVE-2017-8633 

MS17-08-W10 
Windows 10, 
Server 2016,  

and Edge
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Publicly Disclosed 
CVE-2017-8633, 
CVE-2017-8627 

MS17-08-SQL
SQL Server 2012, 

2014, and 2016
1 Information 

Disclosure Important 2

APSB17-23 
Flash 2
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Code 

Execution
Critical 1

APSB17-24 
Acrobat/Reader 67

Remote 
Code 

Execution
Important 1

Ivanti is rating this 
as a Priority 1 due 
to over 43 of the 
67 CVEs being 
rated as Critical

FF17-011 
Firefox 55 29
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Execution
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FFE17-5230 
Firefox ESR 52 29

Remote 
Code 

Execution
Critical 1
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