
July 11, 2017

PATCH TUESDAY

For additional analysis & insight visit: www.ivanti.com/patch-tuesday

May and June brought tornadoes of 

weaponized malware, but we appear to 

have blue skies in Kansas again for July 

Patch Tuesday. Don’t get too comfortable, 

though. If history is any indication, we’re in 

the eye of the cyber threat storm. So, use 

the downtime wisely: fewer updates today 

mean you can really focus on the public 

disclosures to get your house in order  

before the winds start picking up.
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MS17-07-2K8
Server 2008 21

Remote 
Code 

Execution
Critical 1

Publicly Disclosed 
CVE-2017-8587

MS17-07-AFP
Adobe Flash Player 3

Remote 
Code 

Execution
Critical 1 APSB17-21

MS17-07-IE
Internet Explorer 

9, 10, 11
7

Remote 
Code 

Execution
Critical 1

Publicly Disclosed 
CVE-2017-8602

MS17-07-MR7
Windows 7 and 
Server 2008 R2

21
Remote 

Code 
Execution

Critical 1
Publicly Disclosed 

CVE-2017-8587, 
CVE-2017-8602

MS17-07-MR8
Server 2012 23

Remote 
Code 

Execution
Critical 1

Publicly Disclosed 
CVE-2017-8587, 
CVE-2017-8602

MS17-07-MR81
Windows 8.1 and 

Server 2012 R2
23

Remote 
Code 

Execution
Critical 1

Publicly Disclosed 
CVE-2017-8587, 
CVE-2017-8602

MS17-07-OFF
Office 2007, 

2010, 2013, 2016 
and Sharepoint 

Server 2013, 2016

5
Remote 

Code 
Execution

Important 2

MS17-07-SO7
Windows 7 and 
Server 2008 R2

21
Remote 

Code 
Execution

Critical 1
Publicly Disclosed 

CVE-2017-8587

MS17-07-SO8
Server 2012 23

Remote 
Code 

Execution
Critical 1

Publicly Disclosed 
CVE-2017-8587

MS17-07-SO81
Windows 8.1 and 

Server 2012 R2
23

Remote 
Code 

Execution
Critical 1

Publicly Disclosed 
CVE-2017-8587

MS17-07-W10
Windows 10,  
Server 2016,  

and Edge

43
Remote 

Code 
Execution

Critical 1

Publicly Dislosed 
CVE-2017-8584, 
CVE-2017-8587, 
CVE-2017-8602, 
CVE-2017-8611

MS17-07-EX
Exchange Server 
2010, 2013, and 

2016

3 Elevation of 
Privilege Moderate 2

APSB17-21
Adobe Flash Player 3

Remote 
Code 

Execution
Critical 1

Java JRE TBA TBA TBA
Releasing in 

Oracle CPU on 
July 18th

Java JDK TBA TBA TBA
Releasing in 

Oracle CPU on 
July 18th

CCLEAN-051
Piriorm CCleaner 0 Low

OPERA-134
Opera 0 Low
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