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PATCH TUESDAY

Relative calm may have seemed the forecast for June 

Patch Tuesday, but it turns out we were in the eye of the 

storm. Adobe came aboard with a critical update. But 

more to the point, a red sky appeared this morning with 

a newly exploited SMB vulnerability, and Microsoft is 

plugging that hole in its boat today. It’s also taken the 

recent onslaught of attacks as a missive to review legacy 

software and release additional updates. It’s all hands on 

deck today for those still relying on older systems.5
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MS17-06-OFF
2007-2016,  

Skype, Others
29

Remote 
Code 

Execution
Critical 1

MS17-06-SO81
8.1, 2012 R2 52

Remote 
Code 

Execution
Critical 1

Exploited 
CVE-2017-8543, 
CVE-2017-8464

MS17-06-2K8
2008 44

Remote 
Code 

Execution
Critical 1

Exploited 
CVE-2017-8543, 
CVE-2017-8464

MS17-06-W10
1507, 1511, 1607,  

1703
72

Remote 
Code 

Execution
Critical 1

Exploited 
CVE-2017-8543, 
CVE-2017-8464, 

Disclosed 
CVE-2017-8530, 
CVE-2017-8523, 
CVE-2017-8498 

MS17-06-IE
IE 9, 10, 11 6

Remote 
Code 

Execution
Critical 1

MS17-06-XP
XP, 2003 36

Remote 
Code 

Execution
Critical 1

Exploited 
CVE-2017-8487, 
CVE-2017-8461, 
CVE-2017-0176

MS17-06-SO7
7, 2008 R2 48

Remote 
Code 

Execution
Critical 1

Exploited 
CVE-2017-8543, 
CVE-2017-8464

MS17-06-SO8
8, 2012 49

Remote 
Code 

Execution
Critical 1

Exploited 
CVE-2017-8543, 
CVE-2017-8464

MS17-06-MR81
8.1, 2012 R2 52

Remote 
Code 

Execution
Critical 1

Exploited 
CVE-2017-8543, 
CVE-2017-8464

MS17-06-MR7
7, 2008 R2 48

Remote 
Code 

Execution
Critical 1

Exploited 
CVE-2017-8543, 
CVE-2017-8464

MS17-06-MR8
8, 2012 49

Remote 
Code 

Execution
Critical 1

Exploited 
CVE-2017-8543, 
CVE-2017-8464

MS17-06-AFP
Flash for IE 9

Remote 
Code 

Execution
Critical 1

PBID-014
Microsoft Power BI

APSB17-17
Adobe Flash Player 9

Remote 
Code 

Execution
Critical 1

APSB17-18
Adobe Shockwave 1

Remote 
Code 

Execution
Important 1

APSB17-19
Adobe Captivate 1 Information 

Disclosure Low 3

APSB17-20
Adobe Digital  

Editions
9

Remote 
Code 

Execution
Low 3

Firefox 54 0 N/A Low 3 Non-security

Filez-064 0 N/A Low 3 Non-security

CClean-050 0 N/A Low 3 Non-security

Opera-130 0 N/A Low 3 Non-security
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