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Given last month’s torrential patch downpour,
April Patch Tuesday was bound to make a quieter
entrance—but that doesn’t mean that it sprinkled.
Anything but, in fact. The list includes swan song
security updates for one Windows OS and the

first of many for another. And speaking of Vista:

UserTargeted patch away, then deal with the aging software you
Oracle 1 1 0 0 can no longer patch. This month’s IIS 6.0 Zero Day
(( , L underlines the need for continued vigilance.
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HE MS17-IE-04 Remote Code -, Public Disclosure
m= Microsoft Internet Explorer 3 Execution Critical 1 - (CVE-2017-0210) @
Exploited
(CVE-2017-0210)
MS17-OFF-04 Remote Code . Public Disclosure
Microsoft Office 8 . Critical 1 - (CVE-2017-0199) @
Exploited
(CVE-2017-0199)
MS17-W10-04 Remote Code . Public Disclosure
Windows 10, 25 Execution Critical 1 - (CVE-2017-0203) @
Server 2016
MS17-807-04 Remote Code "
Windows 7, Server 26 Execution Critical 1 -:| @
2008 R2
MS17-508-04 Remote Code -
Server 2012 26 Execution Critical 1 -] @
MS17-5081-04 Remote Code .
Windows 8.1, 26 Execution Critical 1 -:| @
Server 2012 R2
MS17-MR7-04 Remote Code -
Windows 7, 26 Execution Critical 1 -] @
Server 2008 R2
MS17-MR8-04 Remote Code "
Server 2012 26 Execution Gzl 1 -:| @
MS17-MR81-04 Remote Code -
Windows 8.1, 26 Execution Critical 1 -] @
Server 2012 R2
MS17-NET-04 Remote Code "
-Net Framework 1 Execution (et 1 -:|
MS17-AFP-04 Remote Code "
Adobe Flash Player 7 Execution Critical 1 -] @
MS17-2K8-04 Remote Code "
Windows Vista, 10 Execution Critical 1 -:| @
Server 2008
MS17-SLv-04 Information
Microsoft Silverlight 1 Disclosure Important 2 -:Ij @
APSB17-09 Security
"‘ AdObe Adobe Campaign 1 feature Important 2 -]]
bypass
APSB17-10 Code .
Adobe Flash Player 7 Execution Critical 1 RN | ®
APSB17-11 Code
Adobe Acrobat 47 execution, | Important 2 -:Ij @
and Reader memory
address leak
APSB17-12 Code Recom-
Adobe Photoshop CC 2 Execution mended 3 .]]]
APSB17-13 Code Recom-
Adobe CC Desktop 2 Execution mended 3 .:|:|:|
Applications
(( Java Releasin
AR g
=> Oracle TBA April 18th

For additional analysis & insight visit: www.ivanti.com/patch-tuesday
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