
MS17-006
Internet Explorer 12 Remote Code 

Execution Critical 1 Disclosed 
CVE-2017-0008, 
CVE-2017-0037, 
CVE-2017-0012, 
CVE-2017-0033, 
CVE-2017-0154

Exploited  
CVE-2017-0149

MS17-007
Edge 32 Remote Code 

Execution Critical 1 Disclosed 
CVE-2017-0065, 
CVE-2017-0012, 
CVE-2017-0033, 
CVE-2017-0069, 
CVE-2017-0037

MS17-008
Windows 11 Remote Code 

Execution Critical 1 Disclosed  
CVE-2017-0097

MS17-009
Windows 1 Remote Code 

Execution Critical 1

MS17-010
Windows 6 Remote Code 

Execution Critical 1

MS17-011
Windows 29 Remote Code 

Execution Critical 1

MS17-012
Windows 6 Remote Code 

Execution Critical 1 Disclosed  
CVE-2017-0016

MS17-013
Office, Lync, Skype, 

Silverlight
12 Remote Code 

Execution Critical 1 Disclosed  
CVE-2017-0014

Exploited  
CVE-2017-0005

Preview Pane is an 
attack vector

MS17-014
Office, Lync,  
Sharepoint

12 Remote Code 
Execution Important 1 Disclosed  

CVE-2017-0029

MS17-015
Exchange 1 Remote Code 

Execution Important 2

MS17-016
Windows 1 Remote Code 

Execution Important 2

MS17-017
Windows 4 Elevation of

Privilege Important 1 Disclosed  
CVE-2017-0050

MS17-018
Windows 8 Elevation of

Privilege Important 2

MS17-019
Windows 1 Information 

Disclosure Important 2

MS17-020
Windows 1 Information 

Disclosure Important 2

MS17-021
Windows 1 Information 

Disclosure Important 2

MS17-022
Windows 1 Information 

Disclosure Important 1 Exploited 
CVE-2017-0022

MS17-023
Adobe Flash for IE 7 Remote Code 

Execution Critical 1

APSB17-07
Adobe Flash Player 7 Remote Code 

Execution Critical 1

APSB17-08
Adobe Shockwave 1 Elevation of

Privilege Important 2

VMWW-004
VMware Workstation 1 Remote Code 

Execution Critical 1

VMWP-028
VMware Player 1 Remote Code 

Execution Critical 1
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Microsoft

March 14, 2017

Adobe

VMware

For additional analysis & insight visit: http://www.shavlik.com/patch-tuesday

March Patch Tuesday certainly came in like a lion, 

with Microsoft releasing two months of updates at 

once. February’s SMB Zero Day disclosure made its 

entrance this month, IE updates struck out on their 

own, and those are far from the only bulletins to take 

the March Patch Tuesday stage. Rumors of the demise 

of Patch Tuesday Security bulletins have been greatly 

exaggerated. 2
Bulletins

2
Critical

0
Important

0
User Targeted

VMware

2
Bulletins

1
Critical

1
Important

2
User Targeted

Adobe

18
Bulletins

9
Critical

9
Important

13
User Targeted

Microsoft

User Targeted

15

New Bulletins

22

Zero Day

3


