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Microsoft 1 0 5 4 7 After several months with no zero day disclosures,
[ | | October Patch Tuesday brings updates for four
.. Bulletins Critical Important Wl User Targeted - : . .
vulnerabilities already exploited in the wild.
New Bulletins Adobe Beginning this month, Microsoft and Adobe are
' ‘ 1 1 2 also changing how they distribute their updates,
‘ Critical B /<" Targeted which may impact how you can access the patches.
Finally, we are expecting a Google Chrome release
Google today and Oracle’s Quarterly CPU next week, so
User Targeted 1 0 1
G critica . e plan on updates for Java JRE and many other
Oracle solutions.
Oracle -
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Zero Da =g Bulletins Critical Important User Targeted
y =
Privilege
Management A
CVE Vendor Shavlik Threat User Mitigates
Bulletins Count Impact Severity Priority Risk Targeted Impact Notes
MS16-118 ited in Wi
T . Remote Code L. Exploited in Wild
m- Microsoft Internet Explorer 1 Execution Critical 1 (111 @ @ CVE-2016-3298
MS16-119 Remote Code . Exploited in Wild
Edge 13 Execution Critical 1 [(TT] @ CVE-2016-7189
MS16-120 Remote Code . Exploited in Wild
Net, Ofolce, Skype, 7 Execution Critical 1 [TT1] @ CVE-2016-3393
ync
MS16-121 Remote Code Exploited in Wild
Office 1 Execution | 'mportant |1 [(TT] @ CVE-2016-7193
MS516-122 Remote Code -
Windows 1 Execution Critical 1 -] @
MS516-123 Elevation of
Windows 6 Privilege Important 2 -:|
MS516-124 Elevation of
Windows 4 Privilege Important 2 -:l
MS516-125 Elevation of
Windows 1 Priv”ege Important 2 -j
MS16-126 Information Exploited in Wild
Windows 1 Disclosure Moderate 2 I | @ CVE-2016-3298
MS516-127 Remote Code -
Flash Player 1 Exaauiion Critical 1 -:| @
APSB16-32
Adobe Remote Code .
h‘ Flash Player 12 Execution Critical 1 -] @
AP5B16-33 Remote Code
Acrobat and Reader 77 Baauiton Important 2 -:| @
APSB16-34 Elevation of
Creative Cloud 1 Privilege Low 3 .:I:‘
Desktop
CHROME-181 Remote Code - Release
G Google Chrome Bxeauition Critical 1 -:| @ imminent
(( JAVA8 Will release on
= Oracle Java JRE TBA Oct 18th

For additional analysis and insight visit: www.shavlik.com/patch-tuesday
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