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Microsoft
1 1 3 6 7 3 2 Leading up to April Patch Tuesday has been like the
1 Bulletins Critical LECENES [RSRIS | & zero-Day weather forecast with the stormy hype around the
Badlock vulnerability that affects Samba and
New Bulletins Adobe . . . . -
1 1 0 0 1 Windows. With Badlock, instead of rain, the reality is
@ "‘ Bulletins et T [ | & zero-0ay partly cloudy. There are eight total CVEs related to
3 Badlock; only one affects Windows (MS16-047). The
Oracle 1 other 12 bulletins from Microsoft and updates from
- - - - h Adobe and Oracle should be the focus for this month.
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CVE Vendor Publicly Zero
Bulletins Count Impact Severity Disclosed Day A High Notes
== Microsoft msicgg?gt Explorer 6 Remote Code Execution Critical ﬂ)) A Disclosed CVE-2016-0160
EA(;’S(;OP’S 6 Remote Code Execution Critical ‘
MS16-039 L
Windows, .Net, Office, 4 Remote Code Execution Critical “ A SUEATIE0NE ezl Tl
Skype, Lyne CVE-2016-0167 exploited in wild
\'\//'\2116(;0(;‘8\15 1 Remote Code Execution Critical ‘
\,\/A\ﬁr\i—joc?\lvs Net 1 Remote Code Execution  Important ﬁ)) A Disclosed CVE-2016-0148
g%ﬁ?éharepoint 4 Remote Code Execution Critical ‘
\’\/AVSI:SC_I(Z:CVS 1 Remote Code Execution Important &
\'\//'vsi:fg)gjv S 3 Remote Code Execution  Important &
\,\/A\/Silfc_joc?\?vs 1 Elevation of Privilege Important ﬂ)) A Disclosed CVE-2016-0135
MS16-047 . - Addresses Badlock
Windows 1 Elevation of Privilege Important & Disclosed CVE-2016-0128
\,\/A\/Si1n6c_ioc;l\?vs 1 Security Feature Bypass  Important &
\,>A\/Si1r\6<;I()c?3vs 1 Denial of Service Important &
MS16-050 % . .. Supports the Plug-In update
Flash for Internet Explorer 24 Remote Code Execution Critical m A for Flash for IE.
"‘ Adobe IA:\IPaSsE.;I116I-DOIgyer, AIR 24 Code Execution Critical “ A Zero Day: CVE-2016-1019
JAVA8-79
E Orade Java TBD Releasing April 19th.
@ Mozilla Firefox 0 No CVE's reported in

release notes.

* = This update resolves the 24 Flash vulnerabilities from APSB16-08
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