Patch Tuesday .
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February Patch Tuesday started a bit early with
Oracle releasing an out-of-band update for
Java to resolve a critical vulnerability that
allows DLL Hijacking. Microsoft has released 13
bulletins, six of which are critical, resolving a
total of 42 vulnerabilities. Of the vulnerabilities
being resolved, two have been publicly
disclosed. We also have releases from Adobe
for Flash and Photoshop, Mozilla for Firefox,
and Google is expected to release a Chrome

update with security fixes and support for the

latest Flash Plug-In.
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CVE Vulnerability Vendor Publicly Zero
Bulletins Count Impact Severity Disclosed Day A High Notes
1 . MS16-009 Remote Code - - - ‘
mi Microsoft  jnternet Explorer 13 Execution ezl
MS16-011 Remote Code "
Critical - - ‘
Edge 6 Execution
MS16-012 Remote Code - ‘
. Critical - -
Windows 2 Execution
MS16-013 1 Remote Code "
. Critical - - A
Windows Execution
MS516-014 5 Remote Code il
. Important ‘Q) - A Publicly disclosed CVE-2016-0040
Windows Execution P )
MS16-015 Remote Code " ‘ﬂ - A Publicly disclosed CVE-2016-0039
Office, Sharepoint 7 Execution Critical ))
MS16-016 1 Elevation of &
. Important - }
Windows Privilege P
MS16-017 1 Elevation of | &
. mportant - -
Windows Privilege P
MS16-018 1 Elevation of &
. Important - -
Windows Privilege P
MS16-019 Denial of i i &
Net Framework 2 Service Important
MS516-020 Denial of ; ;
MS16-021 Denial of i i &
Windows 1 Service Important
) This Bulletin covers the Flash Player Plug-in and
mz1s6h0I23fa - 1 Remote .COde Critical - . A 22 vulnerabilitites resolved by the Flash Player
y Execution update (bulletin APSB16-04).
APSB16-03 Code . i i
h‘ Adobe Photoshop 3 Execution Medium N/A
APSB16-04 Code . _ _ Highly targeted application, should be
Flash Player 22 Execution Critical considered a high priority.
No CVE count reported by Google yet, but they
CHROME-158 _ - _ _ say it includes some and also includes support
G Goog Ie Chrome TBA Critical A for Flash Player plug-in with 22 vulnerabilities
makes this Critical.
FF16-003 _ _ _ No security updates currently reported for
@ Mozilla Firefox TBA TBA & this release.
E Ol‘aC| e JAVA8u73 1 Remote Code Critical A DLL Hijacking vulnerability http://goo.gl/jsVsPe
Java Execution




