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Securing mobile endpoints for the warfighter’s mission

Ivanti Endpoint Manager Mobile for the Department of War and Intelligence Community

Challenge

Mission success depends on secure, available

and policy-compliant mobile access across all
environments. As mobile devices have become
integral to defense operations, agencies require a
solution that supports Zero Trust architecture, aligns
with the Department of War (DoW) policy and works in
on-premises and air-gapped environments.

Ivanti Endpoint Manager Mobile enables mission-
focused organizations, including the DoW and the
Intelligence Community (IC), to secure and manage
mobile endpoints at scale. Engineered for operational
flexibility and compliance, Endpoint Manager Mobile
supports a broad range of devices — including iOS
and Android — with the ability to operate within
disconnected and classified networks.
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Multi-tenant and STIG-ready
endpoint control

Ivanti Endpoint Manager Mobile provides a
centralized platform for managing mobility

across DoW branches and mission-specific units,
delivering multi-tenancy with separation of policy,
data and administrative control. This enables
Department of the Army components and other
defense entities to operate independently while
benefiting from unified infrastructure.

Ivanti Endpoint Manager Mobile provides
compliance with DISA Security Technical
Implementation Guides (STIGs) for iOS and
Android, with configurable controls that meet
baseline requirements. Built-in Al-powered mobile
threat defense (MTD) capabilities proactively
identify mobile security risks and enforce policy
compliance.

Key capabilities

= Multi-tenancy support for the Department of
the Army and other DoW components

= STIG compliance enforcement for Android,
iOS, Windows and MacOS

= Native experiences across Apple and Android
platforms from provisioning to end of life

® |ntegrations to streamline deployment of PKI,
VPNs, Wi-Fi and OS provisioning

® |ntegrated Enterprise App Store for
centralized management across enterprise
and tactical environments

= Device posture monitoring and threat
detection through integrated, Al-enabled MTD

= Certified with FIPS-validated cryptographic
libraries, NIAP Common Criteria and
Commercial Solutions for Classified (CSfC)



Built for air-gapped and on-premises
environments

Ivanti Endpoint Manager Mobile was designed to
function in low-connectivity or classified
environments that lack internet access. It can be
deployed in disconnected, air-gapped or on-premises
networks while providing full mobile device lifecycle
management.

The platform delivers end-to-end policy enforcement,
secure app distribution, and auditing, even when
operating in isolated or tactical deployments. It
integrates with identity and access management
(IAM) systems for Zero Trust architecture alignment
while ensuring minimal latency and complete control.

Deployment benefits

= Qperates fully in disconnected/air-gapped
classified networks, cloud, or hybrid networks.

= Secure device provisioning and attestation in
denied environments.

= Full support for government-furnished, mission-
specific or bring-your-own-device (BYOD)
configurations.

= Continuous enforcement of mobility and security
policies.

® Supports tactical, electronic flight bag (EFB),
forward-deployed use cases.
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Alignment with DoW Zero Trust
Architecture and Department of the
Army Unified Network Plan

Ivanti Endpoint Manager Mobile supports the Zero
Trust Strategy and Roadmap by enforcing granular
access control, continuous device health monitoring
and secure app delivery. The solution integrates with
existing IAM solutions to enable risk-based policy
decisions and serves as a foundational component of
mobile endpoint security in Zero Trust architectures.

It also aligns with the Department of the Army Unified
Network Plan, providing endpoint visibility, control
and orchestration that supports convergence across

tactical and enterprise environments.

Policy compliance and alignment

m DoW Zero Trust strategy and roadmap

m DISA STIG and risk management framework
requirements

m Department of the Army Unified Network
modernization goals

Mission-aligned support and
technical services

Ivanti provides dedicated, U.S.-based technical
support tailored to the needs of DoW and IC
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environments. Support services include pre-
deployment readiness assessments, STIG
configuration assistance and post-deployment
operational support.

Support offerings

= U.S.-based technical account managers with
proven experience in DoW deployments

m Direct access to engineering teams for mission-
specific environments

®  Documentation and training aligned with DoW
acquisition and program office requirements

Delivering scalable, secure mobility
for defense operations

Ivanti Endpoint Manager Mobile delivers the security,
flexibility and operational continuity defense agencies
require to manage mobile endpoints at scale without
compromising on mission or compliance. Whether
supporting day-to-day operations or classified
missions, Ivanti Endpoint Manager Mobile helps
federal organizations improve readiness and enforce
policy across the mobile ecosystem.

To learn more about Ivanti’'s mission-ready mobility
solutions for the DoW agencies, please visit
www.ivanti.com/industries/federal-government
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About lvanti

Ivanti is a global enterprise IT and security software
company dedicated to unlocking human potential
by managing, automating and protecting data and
systems to empower continuous innovation. With
adaptable software solutions tailored to customer
needs, lvanti empowers IT and security teams

to enhance operational efficiency, cut costs and
proactively mitigate security risks. At the heart of
Ivanti’s offerings is the Al-powered Ivanti Neurons
platform, which transforms the way IT and security
teams operate. By delivering unified, reusable
services and tools, the platform helps ensure
consistent visibility, scalability, and secure solution
implementation, enabling teams to work smarter, not
harder. Ivanti follows “Secure by Design” principles
to provide software solutions that scale with our
customers’ needs to help enable IT and Security

to improve operational efficiency while reducing
costs and proactively reducing risk. Ivanti fosters an
inclusive environment where diverse perspectives
are honored and valued, reflecting a commitment

to a sustainable future for customers, partners,
employees and the planet. Learn more at www.ivanti.
com and follow us on social media @Golvanti.

For more information, visit
ivanti.com/industries/
federal-government
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