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Ivanti Endpoint Manager Mobile 
federal information processing 
standard (FIPS 140-2) compliance 

The U.S. federal information processing standard 
140-2 (FIPS 140-2) is a cryptographic function 
validation program that defines security standards for 
cryptographic modules that are used in IT software. 

In FIPS 140-2 mode, Ivanti Endpoint Manager Mobile 
version 12 (i.e., physical appliance) and Ivanti Endpoint 
Manager Mobile version 12 (i.e., virtual appliance) 
uses the FIPS 140-2 approved cryptographic providers 
listed below:

Oracle Linux 8 OpenSSL Cryptographic Module 

Ivanti affirms that the Oracle Linux 8 OpenSSL 
cryptographic Module version 1.1.1g-15.el8_3.x86_64 
is initialized and operated on the Ivanti Endpoint 
Manager Mobile version 12 using the associated FIPS 
140-2 security policy as a reference. 

Ivanti Endpoint Manger Mobile meets the 
Cryptographic Algorithm Validation Program (CAVP) 
for Bouncy Castle version 1.0.2.4. 

In addition to FIPS 140-2 compliance mode, Ivanti 
Endpoint Manager Mobile meets the NIAP Protection 
Profile for Mobile Device Management Version 4.0.

Enabling FIPS compliance on the Ivanti Endpoint 
Manager Mobile: 

	■ FIPS mode is OFF by default. 
	■ FIPS mode can be enabled only via the command 
line interface (CLI) shell interface. 

Federal information processing 
standard (FIPS 140-2 and FIPS  
140-3) compliance in Ivanti Sentry  

The U.S. federal information processing standard 
140-2 and 140-3 (FIPS 140-2 and FIPS 140-3) is a 
cryptographic function validation program that defines 
security standards for cryptographic modules that are 
used in IT software. 

In FIPS 140-2 and FIPS 140-3 mode, Ivanti Sentry 
version 10 uses the FIPS 140-2 and FIPS 140-3 
approved cryptographic providers listed below: 

Ivanti U.S. Federal Information Processing  
Standards Compliance  

FIPS 140-2 Module Name Certficate

Oracle Linux 8 OpenSSL 
Cryptographic Module

Cert. 4215

FIPS 140 Module Name Certficate

Oracle Linux 8 OpenSSL 
Cryptographic Module

Cert. 4215 (FIPS 140-2)

Bouncy Castle FIPS Java API 
(BC-FJA) Software Version 2.0.0

Cert. 4743 (FIPS 140-3)

https://csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?product=18838
https://csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?product=18838
https://www.niap-ccevs.org/protectionprofiles/428
https://www.niap-ccevs.org/protectionprofiles/428
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4215
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4215
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4743


Oracle Linux 8 OpenSSL Module I 

Ivanti affirms that the Oracle Linux 8 OpenSSL 
Module version 1.1.1g-15.el8_3.x86_64 is initialized and 
operated on the Ivanti Sentry version 10 using the 
associated FIPS 140-2 security policy as a reference. 

BC-FJA Module

Ivanti affirms that BC-FJA version 2.0.0 is initialized 
and operated on the Ivanti Sentry version 10 using the 
associated FIPS 140-3 security policy as a reference.   

Enabling FIPS compliance on the Ivanti Sentry server: 

	■ FIPS mode is OFF by default. 
	■ FIPS mode can be enabled only via the CLI  
shell interface. 

Federal information processing 
standard (FIPS 140-3) compliance in 
Mobile@Work for Android 

The U.S. federal information processing standard 
140- 3 (FIPS 140-3) is a cryptographic function 
validation program that defines security standards for 
cryptographic modules that are used in IT software. 

In FIPS 140-3 mode, Mobile@Work for Android, 
Version 12.6 and above uses the FIPS 140-3 approved 
cryptographic provider listed: 
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data in transit and data at rest. The specific uses of 
the OpenSSL FIPS Object Module with the Mobile@
Work application are specified below. 

OpenSSL FIPS Object Module SE 

Ivanti affirms that the OpenSSL CryptoComply 140-3 
FIPS Provider module is initialized and operated on the 
Mobile@Work for Android (versions 12.6 and above), 
using the associated FIPS 140-3 security policy as a 
reference. 

In addition to FIPS 140-3 compliance mode,  
Mobile@Work for Android meets the NIAP Protection 
Profile for Mobile Device Management Version 4.0.

Enabling FIPS compliance on the client:

	■ FIPS mode is ON by default

FIPS 140-3 Module Name Certficate

CryptoComply 140-3 FIPS 
Provider (Software Version  
3.0.0-FIPS 140-3) 

Cert. 5040

http://ivanti.com/industries/federal-government
https://www.niap-ccevs.org/protectionprofiles/428
https://csrc.nist.gov/Projects/cryptographic-module-validation-program/Certificate/5040?utm_campaign=Current%20Customers&utm_medium=email&_hsenc=p2ANqtz-9wapmhVbKhQJsq5LBR1Dv5Dx1YeMygOWu7Q6AUEz7_U51357Cg3lJLIEUkl6AhC7V-pho6C5nIBL5x4w9-xp9RChOCzw&_hsmi=373557878&utm_content=373557878&utm_source=hs_email

