ivanti

Vulnerability Risk Rating/Rfzgs 4! ) A 75 L7

VRRIZ. EFRIZZEDCVSS (Common Vulnerability Scoring System) . CWE (Common Weakness Enumeration) 7—7, OWASP
(Open Web Application Security Project) . 4 — 7>V —XDBEA > 7)1V A EFHE. MLV RERGEEZZEBLICEDTY,
VRRIE. HBHEFEMMERPEI X RICEH ST IRIERTED T, 0~10DBDHER 7 ELTIRHEINE T,

B4% DiEFEEICVRRZEIY HTHT=8IC. Ivanti Neurons|Z 55
HOBEHERAFEL. EAXDT7ARELET, TVATOA
PIIVIIT BRERON VRV LU wF )TV —F
REDINT A—AIE, lvanti Neurons for Vulnerability
Knowledge Base &MEENZHF—EINIEMBED T —2X—XICHE
EMFoN EREENE T FIBREEEBRA > T TVRIC
FET2RADURTIE AEAUIHEMPAENET,

VRRESHE I DRDAT v SIE BRI 7DEN L TTY, Ivanti
|&. CVSS v3H\FARIREZ G A I TN EF B L. v3HRMEETNTL
BUWMEEIL CVSS V2 TRAELE 7. M55 1E I CCVEDBHET 1T HV5

BRLEMEIEHED IV R—2 > iR

IYR7OAMRIVITT
T 74V M ERAEIER
tFa)Ta)F—F

N4 (’
S LTS
OWASP Top 10
Top 40 Software Errors
cvss W

537

R F—1
BET IR

Ivanti Neurons for
Vulnerability
Knowledege Base’

cvss W%@ ..........

WSEIE 0DS10E TORT — IV CIERILENAF v F—DH5
BESNCRLEDEREINE T,

VRRETEFEDRIERATY T & I RTDINTGA—ZE—EDT —
ZERENRL T )V 1) R NSE L BINT A—2EETIGT HEUBEICT
vEVT L Ry EV T ENTBEER L TR VRRZEFTE T
HTETT, B X 75 HEIE ZOEIEITIGC T U T4 hH
JU (Critical) . & (High) . 1 (Medium) f& (Low) . 1 > 74 X —</3
F)U (Informational) DL NA DFLEICHTEENEK T,

fEg5 1) R 7 51
.................. >y | 2 Y by gnnm
127+ & 23] & JUTAAIV



https://www.ivanti.com/ja/products/ivanti-neurons-for-vulnerability-knowledge-base
https://www.ivanti.com/ja/products/ivanti-neurons-for-vulnerability-knowledge-base

ZOAO7 &, Ivanti Neurons|CI A, &y F T —VAF v 977
V=23V AFvHIcE o TEESNAZE (L ENT A N 7Y
REFLYIBERERTHIET HENEI AV ZEE(LLET,
Ivanti Neuronsl&. L RO I VX T OA MERPIvantibBFE
LEcBRES 100525V —ADSDEA L) —5B /A~
TUITVADEER T, SIENGEBEA > TV A IE K55
MIBEREEEMION. AT VIV MeRAT )T HBHE

VRRIZMDR A7) T HEEEDED

CVSSTEIF Tl EgaENE 5T VR DEEGEIEIET AT
IETEFEANVDO T EE NFRLTHSCVSSELNRITSHET
W& 2 A LT B £ 9, Ivanti Neuronsik, ZDF v F&18&
%1c&ICCNA (CVE Numbering Authority) hh5 7 —2ZUNE&E L.
—MRITIERREENTOEWHITZITREES NI TV X 7O MDD
WCERE—RI2tF1U T AREDSERBEREBET,
IOl Fab—YavENBR T — FIE L&EGEHN\L Yy I &
RHL RBICERAINTVWA N Y FOII/RATO1 MCETS
W77y 77— b ERRHELE T, THUCKYU VRRIZ B EDE
BAMEIC K. CVSSKUBBMITII DT ENTEET,

MfFTDIHDEEGI TFAMERHELE T, TSITNVD(
National Vulnerability Database) . 20215 CWE Top 40 Most
Dangerous Software Errors, 2021ZEOWASP Top 1075 E DR
BEDY—AENRXMN—232 T AZ—DEFHFEAEHFE
HETC A7V T -7 IVI) A LIERERH T B0 T—
ZEERIE TV EBERLE T,

DH?

TV r—avolfisstrEE T AT LG ESICE# L CVEE
BEMISNZEDIKIFEALBVEE . CDKITIFEIK. T
J4r—2a> DOIEsEICE L I=CWENPOWASPE R T 5T &ITE
WE 9, CWEIIFIZEL TN ROATHRETN TV R EDED
N Z5THEVEDEHYE T, VRRIZ. AF+F—1EREIvanti
NeuronsDiEHEHEEZFEATEHTET.INSDFFICTHULL.
INSOT7 T r—3> DB RICET BRE LT ZhZho
BEICDVWTKYAERD Y TFAMEHEELE I, VRRO7LT
DALIE ERLANVOR AT EDENIC EREE 2D TIEEL(
VRZAVTLERO RBIRIDBEWVGESREA VT I MT
DEELCEE LIS ERECRANGZRA D7 THRNICES BN %
HFBTENTEET,

MEg5 17> . CVSS v3 i VRR 2000535055+

]



IZEVRROFBZIRE T NELGDH?

VRRIZ 7OV U747 BAFZvy

IS 2R L) —C. 2%z BB Ed,

VRRIE A7 ZE7 T r—a v aELTRE SN IBHRE
BT B - —UGAEERBLET (REALDERTITBE.
Common Vulnerabilities and Exposures (CVE) EfzlZCommon
Weakness Enumerations (CWE) DL FNHAEHIBON—ZEL
THERALTWE T, s EIEEIR 2 E T 2| BRlIEE
ZERRITRIEL. MEssED BRI NS aIREEZ 1T T 2 AELH
&9, lvanti Neuronsld BEA > 7 IVTVAE L FDRFEEE
BLGERICERBEEDRLE IV TF RN EBRIEDTLET,
MEsgtEE 77> a3V ARG EDICLE T,

Ivanti Neuronsld, XF+F—DFHER. CVSS. A —T >V —X
DBREAVTIIIVAGEBFEDY—ILPT—2EEALET,
LH L RRBENEDITHS OB BET IF SN TR
4. Ivanti Neuronsl&, CWE Top 40 Software Errors®
OWASP Top 1073 EDERNERE T B VAN EERTEILT.
DF vy T 7BOH AV EHETHRIGEMDI Y T7F A MR
HLE T, URIDETREM & T SITRVIAG T8I, Ivanti
Neurons|ECVEZBEA VTV RAEMEICEEDITCHER
TNEBERICESICEBRIBAT T B THEVET,

BT BEDBRIBMZE DT 2T OHIC MEFMHICEET 2K 5HHE
GREBRTCORBEVELLTVET, VRRZFERTHILET,
FYNT=D AV TSRS FHET TV r—2 3> DIfpFEIEE
BERB(LTHIENTEET,

CVE-2017-0144%BIlC R THE L&D, ZDHEFEHIFWannaCryD—ERCHY. T LU 7 ICRELTWE T, TSI BET 555 m0°
Top 40&0WASP Top 10D A MCEADTWVE T, ZDREFFHEDN—X X7 1EHigh: 81T H\ Ivanti NeuronsldZ DEIZEDEE &

ZExEREL. Critical: 10[CBAELTVET,



VRRIZKB A7) DA

‘ OWASP CWE

CVE-2019-0708

CVE-2021-45105

CVE-2019-3978 75

CVE-2020-4430

CVE-2017-0143

lvantilc DWW T

Yes

*

Yes

2

Yes

L

No

No

416

20

306

22

20

No

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

D554 IEBlueKeepD—EBCTHY FEET 55>
YL T7 TR EET BCWES by 7401C5
AV LTVET,

ZDHEF5MHIELogajD—ER T, BEE T SDoSTElF
T7x<{.OWASP kY MO A MTZETZEETS
CWEHHIET,

ZO/EES I T 2y —T T X (Attack Surface) - RS
D—ETHY, TV TOA MERHIRBHEINTVET,
OWASP Top 101 R M I 5R5&E T 559mId.
VRREIEMERZH EICHEINTOET,

T D33 1%IE CISA Known Exploited
D—ETHY. AR DT/ X 701 MEHR
[EHVEFA, LHL.EEETSO0WASP Top 10 &,
CVSSERILHEICEEV NS, LUEBLDIVT
FAMEREBMLTVET,

ZDREEEIEIE. MS17-10 (CBE&EL. RCE. SV LY
T7.OWASP ICBEELTWE S, NVDIZZ DS
%50 EAITEHlL TUOE I AN Ivanti Neurons &,
OWASP Top 10 KT CWE Top 40 |CEEE$ 2
SBUEL DD COMEEET V) T HIVIEET
HLTVET,

Ivantild. ITEEF a2 T+ DIERZEEYEA L Everywhere Work GEFFICE SN LMEIER) #RIBLE T, o a
VantidCIOLCISORIHTIHE L TS k74— L T 27D F — Lie 8o ——<icabe  Ivantl
THRR CER MRV T oz 7 V) a—a 0 AL a7 ICEEEREER LT E T, Ivanti ivanti.com

SYRIA—LIEITIRRT—=IVDA T )I T MNEINAIN—F— A= 37 LAY —THBlvanti
NeuronsZ##H L CHY MBeAxcrOry 7«7 xEEEI——TJL R —LZtFa) 74 EREL.

03-6432-4180
contact@ivanti.co.jp

A— =BT DL OGMEERBERIBLE T, IvantiD T K'Y —IT >V ROV )a1—,3/& Fortune
1004 D> 5851 % E1540,0004 L EDBERICL > THRBATNTWE T, Ivanti (&, TN TDERBRHAEEA
SN BEIN FHAETNAREDIICRALBEE. N — M —REEZLTIIVY AT AFTIVGERE

DRIFY B HICEIHEA TVOE T, ivanti.com/ja

Copyright © 2022, lvanti

SolutionBrief_VRR_20220421


https://www.ivanti.com/ja/
https://www.ivanti.com/

