ivanti neurons

lvanti Neurons for Risk-Based
Vulnerability Management (RBVM)

Ivanti Neurons for RBVM T. i35 EIREEE # 1) X
IR—Z2OT77O—FISELSE X L&D, ZD SaaS
3 T—2RR. VY LI T FDMDO YA N—BE
HEDREERLTBHIC.BDURIDE VTS
HX55 R ZRRID OINRIICEBEIEALFFLTE
ETEXY,

MESSEEEADFHLWI T O—F D

BRI OMEIs M IF2TRHU EBHHD T VAR IS BE
IFITREBICHENCRSBMCHERZINTEETIHELDH
DEEBA LM LEZEBNS. ERBIR VB THLM
FECIERTRET 2 CIEERDOMSEEEERED T IO~
FREAWTWAEBICE ST BRI DD TS —HFEEL
PTVWSOEXTY,

ivanti.com/ja/neurons

COESHHER IS HEMPHE R zRET DD DEFIEN
I ZIRDZE X ATV FT—DAERBRISER T
TSIV RE T IEIFREBT 4 NEL. DT —
FEERIELTHIBTE3LSICE BLARITNIEERD FH A
FEETISIBE.CNSOTOERERT T3ICIEEHB . H
BEEHDBHIDBZEHH D EICABNIIADEVET,

BERIBLTITOTOERBRKR T Z> T LT T D
FFMHICDWVWTEXTAHE L&D, 74%HCVSS v3TCritical
CFHMBESINTEH ST 1564 H CISADKnown Exploited
Vulnerabilities (KEV) A2 OJICEHRINTVEE A5
IS — R E3DDRF v —IF BE20DF T LTI T D
BEEEMICN T B TSIV BB S T2 F v RIZBMLT
WEHA?

ZEDEEF2VTALITORERREE L T AN—KEITH
TAMHTERY 3RADREL LT F—LBEDHNTRE
ZEIFTVET: COLSRFHHEEOH EBFREROD
BRI EEZESE AP HEZRITPY VIREICT S
RN BT,




E R HREE
BRI AVICEDWBRNGT I ay

MEss 4 L R DD S RED T A N—tF a2 TrEH]
DRBUSIGLTZIRIR—ZADRBHEEIC O BB TIE
BLEDNMDDSBICIEEICTHEITL £ 9, lvanti Neurons
for RBVMIZ BB D 1 > T AT U F vz kit ICHERE &
370X ZBC T VRV ZAIE L. RS FEDERIEN
ZRELET,

RNEBEIONEBDREFTET —F

m BEAVTUIIVR,
 FEFORTRANCRBICEDSHERR
ESRRBEDEEME

BRICEDFERIZIFEACVERL D BIBREFLLT
WESEZIITHI D TEXD,

IBIC.CVSSEIFEAD, lvantil B DS ) X 5T M
(VRR) IC& D % EREICAIE L MEI5 N ER I NS A EE
& HIBTT I F 9, £7-. Ivanti Neurons for RBVMIZ. JE—
b O—RORITFHEOEK. VY LV 7 MEENTT Y
T 7B DFELFT, COBMICID. BEIIRDY
2IDEVHREBEMEICERZE TR LN TEED

ivanti

Open Findings Funnel
Host VRR
Total Findings: 105K
Critical: 20.2K

105K High: 16.8K
Medium: 58.5K

Low: 6989

Total

Info: 4511

\ -0 4

Critical B High Medium Low Info

Closed Findings Funnel

Host VRR

We

Critical

Total

aponized

RCE / PE

Trending

\ -0 4

High

5877

5079

155

Medium

Low

Info

Ivanti Neurons for Risk-Based Vulnerability Management (RBVM) | ¥—%&>—k



BEETIIE<HEBICERZES

TEZ FBEBEPTOMDOIHEIHEEICLDAERDES
REFRL . SREHS T ER AN~ F 2 U T 155
ERETEET,

n FLATvIRER L REREF VT T FIRNDTo
TWE—RINBER TP REZR I =BEL

n H—EILANILEZHOBELICKD BEICELTHETS
HoO—-XOBEZBENICEKRE

B BRINFARVMNIBEETZEHRZFCEMR—TIC
D092 EHEADIFIFVTINEZALDTS— b 2Z(E

B vantitFalTqF—LICEo Ty adnsdo 7
LEa—%FERLTC T LTI TRPNL Y RCVERY
DEELRMRBHEICTISINTVSEEBESMNITSH
LYRBEICESTRAMCRAMDAERR Z/EIC
TR T hETRE

» BB SN I=REF5 1% % Ivanti Neurons for Patch

Management|Z E#EIE L IEEZITVET BF X —
JL®F 4y N TCVE IDDOCSVDIEEHNTE

ivanti

Playhook 3 —
B PlaybookName Rules Frequen o Schedule LostUpo
£
® | OSAssets Group 10 y Enableg  Mar28,2020 08 Dec28,200 @ o)
925 PMPST
D
Critical Vulnerability Monday oet18,2020
Assignment 4 Woekiy. T00AmpsT  Disabl led 530 AMPST @ oenn0
DHS-FBI Top 10 8 Daily 630AMPST  Enabled “"“,f_:fﬂ“jf)‘y MG Dec28,2020 A i
VIP Device oo es o Sep152020 .
Management 5 Daiy BO0PMPST  Enabled  Sroai 9B Dec28,2020 @
Wednesday ™
Ransomware assign 4 Daily 3 More Enabled Dec28,2020 @
to Matt 200 AM PST

Rowsperpage: 25 1250132 Playbosks

X a)FARAT—=IFRILEF—EDEIDRVWISHKL
-3 %RIR

ZEOEENCEEY 21EREZILV—ICRETZIET.
s AR )T EAREROIZI A —2a vk
WH%E(REL £, Ivanti Neurons for RBVUMIE &EIRN—X
D77t ZHE (RBAC) ZEFRALTWATcH ZETEINT
DIEYFICHRT IR ERLIRMTIET,

HmATIE - —IFSOCH SEEFREETDIEIEMIT

ICRETTNIcA Y2 R—RICTIERATERT, ChoDH

wOaR—RELIDEFEMBRI—IT—RICESILSICEEL

e A=y bZEER LT RS ERRECF—
LDZ—XZERICH T DAZ LRy 2R—RZEERRL
1EDTBIEHTEXY,

T5IC Ivanti RS3 RA7 WS THRBO U R 7O 771
IWEBEELET. COROATICE O TUIRTOEF T
BERENBRSEDO LX) T LA DVWT B &%

RIZTWB D ERESSTI £, Ivanti Neurons for ITSM D&

SHBFTYNRATLERNARICHRET ST EFa)Tr
LANIILOEEICEDIBATWSREMOEED A ELET,

921 012
LLLLLLL NaT ALLaweD

Global Workflow Owner

Submit, approve, reject, and rework all workflows. Update all workflows for other users.

Workflow @4 ©2 6 ©6

Severity Update Modify

I :
mer. H

Risk Acceptance Modify

Remediation Request False Positive Request

Risk Acceptance Request

Risk Acceptance Control Remediation Control Remediation Modify

.

Asset Q0010102

l Asset Group

Asset Control
x

Ivanti Neurons for Risk-Based Vulnerability Management (RBVM) | ¥—&<—k 3


https://www.ivanti.com/ja/products/ivanti-neurons-for-patch-management
https://www.ivanti.com/ja/products/ivanti-neurons-for-patch-management
https://www.ivanti.com/ja/products/ivanti-neurons-itsm

R C i AE

R

SHHF— 5%

BRNEIODY
Re55 1% 1) 2 U5l (VRR)
Ivanti RS®

BEift

7 I—hELTER
NRZIA AR T —ZHR
HyoaRk—F

BREN—ADE 21—

Neurons &1t

ivanti

HERE

FYRT—IRF v —IVRRAVMT—=ER=RNTTNAZADEDT =2 100 LDV —ID 5 DRESFERERER AEF — LT
AF—LDSDOFHORERR. BLVHRELT—2Y —RZWMDIALHRBICED HAN— VR ZRBLIBBTEE Y,

Ivanti Neurons for Vulnerability Knowledge Basem 5 ADERL L= H DXAIRE DB 1> TP TV RUTEoTL
SO LUITICEEMITONTVR LS BRMEHEMEICRET IR T b ZEIETEE Y,

fEsstEB DB CIREMROBHOR T ZERLUICBEVAIVZAT7ZERL T HRBEEDSH 5T IR ZRRICHIBTLE T,

VRRREEDEZRALDEEYR . BEA TV VA BLUN 7/ AR ZZE B LICMEDR AT VI FEICES>T,
DZ2o7O771IICET3EELTN-EREZE T,

SETERFERZEI B EC T RRBREERF TR AE B PHBRN A ZS7 Tr 7 ICERTESLSICHDED,

BTV UDBRESNBIFIFVTILZALDT =ML TR EANR Y M EEIEICRHETEE Y, ARIC. T —F) > o%FRLT
HENDOEERBRICMOI—F—%2FELET,

ARZ LAy 2 R— ROED AR I — — DD Ty bR URAME2—TT—RZERy b BHERICK D,
KRBT ERRTEET,

BEN—ZADOEa1—%ZF|BT5 LT Logdj* Patch Tuesday ) —RICBHET 2L SHEERMETHED . SERORETEDLSICEEL
TULBHZETIEP<RETELT, FLIMEBOARZLEZ—ZERL. HEBTZCHTEET,

BRAN—ZADT1)L42—%F AL T BlueKeep.WannaCry.FBIl / DHS/CISAOZER I NI M Ny T10R E B EDBEHA BEHOEEICY
DESICHENZDERRICEDITET, £ MBOARZLTAINEZ—EEHR L. EBTRZCHTIFED,

Ivanti Neurons for RBVM % Ivanti Neurons for ASPM $iAEHEZZE T URAIR—IDMEFHEEEEZ S ORENREIHD KDL
BEFE AILER TE £ 9, Ivanti Neurons for ITSM& & Ullvanti Neurons for Patch ManagementDii & 1bIC kDB 2 A DI EIRIB N E
[F KD ORI EF ZFITTEDRLIICLET,

Ivanti Neurons for Risk-Based Vulnerability Management (RBVM) | ¥—%&>—k



IvantilcDWT

vantild I THELVEF 2 UTAIFICERENBISTRR—
2 TS9N T — LB RBHETZ IO A—TSA AV T I T
PETTvantilF BED=—XIZEHhETRAT—37IL%K
VIRV )a—2a eERELITEEF 2T HNER
MEEZHEL.AXMHIBLADS EXa )T URIES
A7 771 7IERTE 2L 5L £, Ivanti Neurons 7
SR IF—LIEITIRRA T4 T T —EB LR T
—SEUTA EFaTRY)a—a iR ERIRT S0
DIFE—INFEH—ERCY—LOEB LTEREFINTL
Fo.lvantio T RY—TYRDVa—3>iE Fortune
100t 5585% % = 134,000, EDERICL>THRAIN
TWETlvantilF IR TOREHDPESASN. BEIN. G
ESNBREDCDICRALBE N F—REBZLT
KDY RTAFTIINGRFERIETZDHICEDIEATULE
FoaFMIC DWW T ivanti.com/ja¥@Golvantiz 7+ 0O—L
TLIETL,

Copyright © 2025, Ivanti. All rights reserved. IVI-2673 11/25 RW/MM/DH/FG

Ivanti neurons

ivanti.com/ja/neurons

03-6432-4180
contact@ivanti.co.jp

1.

Data pulled from Ivanti Neurons for Vulnerability
Knowledge Base on June 29, 2023

Cyber Security Works, Cyware, Ivanti, Securin, “2023
Spotlight Report: Ransomware Through the Lens of Threat
and Vulnerability Management”, 16 February 2023. https://
www.securin.io/ransomware/

ExtraHop, “Cyber Confidence Index 2022”, 1 March 2022.
https://www.extrahop.com/resources/papers/cyber-
confidence-index-2022/



http://ivanti.com/ja
https://www.securin.io/ransomware/
https://www.securin.io/ransomware/
https://www.ivanti.com/lp/security/reports/ransomware-spotlight-year-end-2021-report
https://www.extrahop.com/resources/papers/cyber-confidence-index-2022/
https://www.extrahop.com/resources/papers/cyber-confidence-index-2022/
http://ivanti.com/ja/neurons

