
UK 

36%

Unlikely 
4%

10,001+ 
employees 

5,001-10,000 
employees 

1,001-5,000 
employees 

The State of Secure 
Access in Europe

Companies need to define access policies to 

combat security threats

Which 5 of the following security threats have most 

impacted your organization in the past 12 months?

70% 60% 60% 57% 53%

Unauthorized 
app/resource 

access 

Malware Mobile or web 
application 

security exposure

Application 
unavailability/

outage 

Account fraud / 
Identity theft  

Which of the following security 

capabilities are most important 

for your organization to execute 

in order to mitigate access 

security threats?

Which 5 of the following security 

capabilities are most challenging 

for your organization to execute 

in order to mitigate access 

security threats/risks? 

Define and enforce user and 
device access policies  

Enforce BYOD and 
guest access policy 

Automate DevOps / 
cloud app delivery 

Define and enforce 
network segmentation 

User and device visibility 
and access analytics 

67%

59%

59%

56%

53% 52%

53%

58%

54%

69%

Software
Define and enforce user and 
device access policies

74%

Financial services
Automate DevOps / cloud app 
delivery

67%

Manufacturing
Define and enforce user and 
device access policies  

65%

What’s the top threat 

mitigation capability 

according to each industry?

To further prevent security threats, tech leaders are 

prioritizing Zero Trust and securing hybrid IT

In the next 12 months, to what extent will your 

organization’s existing security controls 

become more aligned with Zero Trust?

Not at all 

1%

Slightly  

34%

Moderately

60%

Significantly

5%

Completely
0%

Over the next 12 months, which 

access security initiatives are of 

highest priority for your organization?

Enable access 
control 
consistency 
across hybrid IT 
environments  

64%

Enhance IoT 
device 
discovery, 
isolation and 
access control 

Improve 
endpoint 
security, 
remediation 
prior to access 

Augment app 
workload 
delivery and 
protection (e.g. 
microservices) 

Improve identity 
access 
management (IAM) 
orchestration 

63% 60% 58% 57%

Top security initiative priorities by industry:

Software Financial services Manufacturing

Enhance IoT device 
discovery, isolation 
and access control 

63%

Improve endpoint 
security, remediation 

prior to access 

71%

Augment app workload 
delivery and protection 

(e.g. microservices)

64%

IT and security leaders are transitioning to cloud-

delivered security services, and plan to 

consolidate vendors

How many security services has your 

company transitioned to cloud delivery 

from traditional on-premises security tools?

3%

20%

5%

<25% 

64%

46%
50%

>50% 

33% 34%

45%

26-50% 

Europe  North America APJ 

In the next 18 months, to what extent do you 

expect your company to increase investment 

in cloud-delivered security services?

1-25%

70%

26-50%

28%

51-75%

2%
0%0%

How likely is your organization to consolidate 

separate secure access tools into a more unified 

platform with fewer vendors in the next 12 months?

Highly unlikely 0%

Likely 
37%

Highly likely
59%

Respondent Breakdown

Region

Title

Insights powered by

C-Suite
6%

VP
13%

Director 

77%

Company size

Manager 
4%

16%

18%

66%

Data collected from October 1 - November 23, 2020 Respondents: 275 IT and security leaders

DACH  
(Austria, Germany, 

and Switzerland) 

36%

France

28%


