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22 Privilege Management éf; BUILTIN\Administrators > Privilege Management
v El Events , . ‘
[ﬂ Selection Applications | Components | Self-Elevation | System Controls
B Filtering ( ) ) )
v & Message Settings Component =  Policy

[® Executable Control
Z2 Privilege Management
v [ Rule Collections
[® Executable Control
/2 Privilege Management
v [ Rule Sets
v @ Group
v & BUILTIN\Administrators
[® Executable Control

PEllorivilege Management

@ Browser Contro

v User Accounts
User Account Control Settings Builtin Restrict
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Ivanti Application Monitor Service =~ Name Description Status Startup Type Log On As
) Qx Intel(R) Capability Licensing .. Version: 1.52.. Running  Manual Local System
%ec;fat::l::ws;leice Q. Intel(R) Content Protection H.. Intel(R) Cont. Running  Automatic Local System
& Intel(R) Content Protection H.. Intel(R) Cont.. Manual Local System
Q Intel(R) Dynamic Application.. Intel(R) Dyna.. Running  Automatic Local System
Description: ) ) S Intel(R) Dynamic Platform an.. Intel(R) Dyna. Running  Automatic Local System
Ivanti Application Monitor Service Q Intel(R) HD Graphics Control .. Service for .. Automatic (Tri..  Local System
Q, Intel(R) Management and Se.. Intel(R)Man.. Running  Automatic Local System
G Intel(R) PROSet/Wireless Eve.. Manages th.. Running  Automatic Local System

QIntel(R) PROSet/Wireless Req.. Provides req.. Running  Automatic Local System
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1 B Edit '%SystemRoot%\System32\mmc.exe’ for User Privilege Management X

Properties Metadata o

File

J6SystemRoot%\System32\mmc.exe]

v | Substitute environment variables where possible
Use regular expression

Make file an Allowed Item

Arguments

Use regular expression
Policy
Builtin Restrict
Apply to child processes
Apply to common dialogs
Install as trusted owner
Description

Rule to restrict non-admin admins from launching the management centre console with admin privileges

OK Cancel
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[ Executable Control - -z
2 Privilege Management 4 BUILTIN\Administrators > Privilege Management
v El Events
[ Applications Components Self-Elevation System Controls
E
v ¥ Message Settings Item Policy Description

T Executable Control

= Privilege Management

v @ Rule Collections %SystemRoot%\System32\mmc.exe Builtin Restrict Rule to restrict non-admin admins from launching the management centre console with
T Executable Control
Privilege Management
v Rule Sets
v @ Group
v @ BUILTIN\Administrators
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v 7 Configuration Settings

2 Executable Control

2 Privilege Management 4 BUILTIN\Administrators > Privilege Management

v B Events
} t Applications = Components | Self-Elevation | System Controls
v & Message Settings Item Policy Description
[? Executable Control
v & Rule Collections cscriptexe Builtin Restrict Prevent cscript from running with elevated privileges (both 32 bit and 64 bit vers
[® Executable Control powershell.exe Builtin Restrict Prevent powershell from running with elevated privileges (both 32 bit and 64 bit
= Privilege Management powershell_ise.exe Builtin Restrict Prevent Powershell ISE from executing with elevated privileges (both 32 bit and
v Rule Sets cmd.exe Builtin Restrict Prevent the command prompt from running with elevated privileges
v & Group wscript.exe Builtin Restrict Prevent wscript from running with elevated privileges (both 32 bit and 64 bit ver.
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[® Executable Control

2 Privilege Management 2 BUILTIN\Administrators > Privilege Management

v El Events
B ect Applications | Components | Self-Elevation = System Controls
E
v & Message Settings Item Policy

C® Executable Control
= Privilege Management
v & Rule Collections & Publisher: lvanti* Builtin Restrict
C® Executable Control

v Uninstall Controls

= Privilege Management
v =) Rule Sets
v @ Group
v @ BUILTIN\Administrators
C® Executable Control

ElPrivilege Management
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Description:

v 7 Configuration Settings

[® Executable Control

2 privilege Management ol BUILTIN\Administrators > Privilege Management

v EI Events
:’ Selectic Applications = Components | Self-Elevation | System Controls
terin
v @ Message Settings Item Policy Description
2 Executable Control
2 Privilege Management v Files
v & Rule Collections regedt32.exe Builtin Restrict
C2 Executable Control regedit.exe Builtin Restrict
= Privilege Management
v = Rule Sets
v @ Group

v @ BUILTIN\Administrators
T2 Executable Control

=lPrivilege Management

@
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Application Control Configuration Editor - newconfig

Description:

v A Configuration Settings
[® Executable Control
7= Privilege Management
v E Events
B Selectior
B Filtering
v & Message Settings Component Policy
7 Brecutable Control
= Privilege Management v Windows Firewall Settings
v 4 Rule Collections Action Center Firewall Settings Builtin Restrict
Control Panel Firewall Settings Builtin Restrict

o4 BUILTIN\Administrators > Privilege Management

Applications Components Self-Elevation System Controls

[® Executable Control
/Z Privilege Management
v Rule Sets
v @ Group
v & BUILTIN\Administrators
™ Executable Control
ﬂ‘. Browser Contro
v @ Everyone
[® Executable Control
= Privilege Management

& User
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v E Events
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v & Message Settings Component Policy

[® Executable Control

Applications = Components | Self-Elevation | System Controls

Date and Time Builtin Restrict
Z Privilege Management

Rule Collections
[® Executable Control
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= Privilege Management
v Rule Sets
v @ Group
v @ BUILTIN\Administrators
[ Executable Control

ElPrivilege Management
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v El Events
[:‘ election Applications | Components | Self-Elevation System Controls
El
v & Message Settings Item Policy
(2 Executable Control B
v @ Rule Collections %ProgramFiles%\Landesk Builtin Restrict

[ Executable Control
2 Privilege Management
v Rule Sets
v @ Group
v @ BUILTIN\Administrators
[® Executable Control
-

[::: 0

EHITMD Y T NI =T OEIEERFIET 720, o /L—/L % Application Control DRERLICIEINT B Z & H TEXET,

ZOMIBIE. BED GUI T T U r—arnbD T av AMEIEZIET 50 TTR, FHEHERTOa~y F7Xa 7
b () : THREIET ) a~> REHEHAT2E) PofEEEEITTHZIELTEETOTIEREL LSV, =720, HIR
3L OBIEEBSIEL 9,

BIfR 9- LU x2T2BASEIAEREBEOHEZT SV r—aroa—F— 2 k35K EBTHE
1TZ&BHIE

ETHEMHRZ RO Fa—¥—%, ABHEREFEAL CHLDDT7 T r—ra V2 RETEET, 26077 U7
—a O, T RRA L MIIAT 2T 2RASEDIAGEEDOH D2 A—NT TV r—ya 077987 7Y 7
—YaryPEENET, IN6DT Y r—v g UTEE ., FEEHERE RO — PRI EE MR CEIT LA
WIRD TSN FE R A, ZOHIRITEHEMER TCOEITEZHLELET,

INHDOT TV = a OWT PN EBEHERTEITENTWAEEE, TOT 7V r—yarOFETFICL AL~
NI 2T HELTT7Ta AT N ORNEHEMERTEITINET, LB oT, IBEEOHRZIT TORAEITEIND LT
Lz, INHDOT I Y r— g U EREIRT A0ERDH Y £,

Ivanti Security Controls % 3 4LiX, [Applications] (77U r—ay) X7 T, {£7 7077V r—varEiziiA—
NT IV Ir— g AR LT T 7 A N —VEAERR L. & /L—/L DR Y S —%[Builtin Restrict] (/L kA UHIR) ICHRE
THZL T, ZOFIBEHETEET, -, FHEETHF BRI LEIBREZEHATLAF T a VAL TRBRL T
Wy FOAZ YV —riay MOE, kb —RRT 7Y r—va UR—fFlE LTURSATHET,

ivanti.co.jp 9



ivanti

RIA b_X—=23—: Windows DEHERREZ KO Fa—F—2HIRT 5 9 DFHE

+ 7 Configuration Settings
2 Executable Control
2 Privilege Management

2 Executable Control

« [ Rule Collections

2 Executable Control

Z Privilege Management
v =] Rule Sets

2 Privilege Management

outlook.exe
chrome.exe
iexplore.exe
firefox.exe

: BUILTIN\Administrators > Privilege Management

+ E Events
B Applications Components Self-Elevation System Controls
Bl Filtering
v & Message Settings Item Policy Description

Builtin Restrict
Builtin Restrict
Builtin Restrict
Builtin Restrict

« @ Group
v & BUILTIN\Administrators
[® Executable Control

=lPrivilege Management

@ Browser Contro
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