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���^V>ƈį�ęĞ���*.Ã���/e��> ITSql�^.

�B-DɝŸGɖ��+.-')�D+�
ǤĬ.(�)Ȫ�):)�%

��� 
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¡Ŕɂɳ9EDʶ�ÎČè�E$~�MNJ 

Ǥ¥/pfR�.0�éǱƺʔ>ʌȺ/\^h��ʤßȡ-,��Ǭ�/

V�hKR�-L�u�^j�Ve�.Ğ�-ŐʧGð8�Ȭß��D�

+0ʓɿ��C9 H�ǟ.��S\�bujMNJ-,țŃâè�$Ų

Ȼ>ȮŌ-ŲȻ.ǷG¤�$ėú�"/Őʧ0ɈCǹE9 H�9$�Œ

B09�9��Ǭ�/V�hKR�-L�u�^j�Ve�.ŐʧGð8

"
+�)�DA
.ɂ�9�� 

9�.ţĝ/\l�Q*��È�ƤÉȋ/g��0ZLq�^rLGǷǳ

+�$=/*�D�+>��B?DȄʯ/ZLq�ǠȦ.ĵ�)Ů�GȺ


®Ú�Ƒ')�D�+�ĺ-�B�ZLq�ƍƊ�ŀġ.-')�D�

+>�ɩƙ�ĚF')�)�D�+/ǥǪ+-')�9��   

WannaCry0��Ǭ�/éǱƺʔ�ʌȺ�ªƲ/Y�t��c�/ƺȬG

¾ƽ�9�$�LU�^/ǰʙ0� ɥ.óBE$Y�t��c�.ĵÒ

�Dʓ�šȫ/ô�ÊEGŹþ�-�E1-B-��Ū+-C9�$�

NotPetya .ũƮ�$ǰʙ*0ŰȻ�T��`��ED�Ū+-C9�$�

�B.ǰʙ¦ě.=ȳȈ«ǿ>ʌȺ�eN�ovL�îĥßǲʤů-,Ğ

ŰªƲ� NotPetya.ũƮ�9�$�NotPetya.ũƮ�$�ǬĞŰ/ɰɶ

«ǿ0��Z�a�^�B��qL9*�Ǔ.�DY�hlc��l�/

ʑʎG°Å-��E9�$� 

`T��hK> IT/ķʐİ0��/Ȅ/V�hKR�-ŐʧGð8��

+GǷǳ+�$ʶň�(ţɱ-ƍƊ/�^V�BªƲG,/A
-Ɣǈ*

¸ɚ*�D/*�@
�� 

ITʅʐGŭà.ĸ��ǳGȝ'$Ůǭ 

ǔɪ/��äƭ�ŕBED`T��hKŮǭ.0�ƐĜ�/ɁȖ��C9

���B?DǡǇ.ĵ�)ƶ�-ʕŖQw\��GƄ´�DĜĿJw��

e�Ƥ=äƭǳ*��ƍƊ�D	ʞ
G-��9�@
� 

ŘŇ�$ʕŖGĬǤ�D 

 

§ �^V/ËıGųƅ 

§ ƍƊĵɜʪĔGɭǑ 

§ ţŨ/�DJVhKshKGƱÓ 

§ ĈʭɅǅ/$</ƂȧGóD 

§ ĈʭGǥɅ�D$<i�cGÔƬ 

`T��hKGȒƛè�Ȳåè� 

ĵŜƞʓGƌĉ 

 

§ Ȳǿ/ǦĘ*¯�ɦ�)�D/�ËıGųƅ�)�%���¯�
ɦ�')�D/�ųƅ�)�-�E1�¯=¸ɚ*���¯.ĵ

�)ʕŖ�ŚɁ-/�F�C9 H� 

§ ƍƊĵɜʪĔGɭǑ�)�%���Ȳǿ/`T��hKƺȬ+e
��.`T��hKGǘCŵ�DȭĤGɵɫ�Ž�DF��-e

��^GƄ´�D$<�~�MNJ>OV^w�Lj/ĬȺGʕ

ƽ�)�%��� 

§ ĬȺŔţŨ/�DJVhKshKGƱÓ�)�%��� 

§ ţŨ/�DJVhKshK+ǘēǳ-ȮŌŠ.ĵŜ�ʖƽ�)�
%��� 

§ Ȳǿ/`T��hK®Ú+Y�w�LJ�^.ťĖGƄ´�Dɛ
Ĵ-i�cG²')Ȳǿ/óCȚ:GƚB�.�)�%��� 

�B.�`T��hKw�`^GȲåè�D$</AC\�w�*Ȭǣè

�E$g��=ŚɁ*��Ȳåè0�*.ĜśƳ9C-� ƫ�BƱÓ>

ɗƯ/ɝŸGǑB��*őȊ&9�� 

ƤŔ.���[�/ǧǨŠG¸ɚ���B.ý�� DȭĤɭǑƔǈGƀ

�ŚɁ��C9��-!-B�ȲÔ/¢��ǖC-�*�-�-D+��

�[�0x�wi^V.Ĉ�úF DĎƐ�Ĝ�-C�\�k�ITʺ» 

ǩ/iqL^Gɋö-�²ǩ�D�+ʻGʃŶ�D��[�=Ó)�D�

B*���E0ªƲ/ǦĘ.�^VG=$B��+.(-�C9�� 

 

CIS/y�e~�VGʂĨ�Ƿż�s]��GĬ

Ǥ�D 

�/s]��GĬǤ�DƤĉ/Ɣǈ0�ƇD�-�`T��hKu���

��VGÙǩ�D�+*��Íɸ/w�`^+ÇÉ�ED�ɺ/JV\�

�Gy�^.�$ǳ�ȝBE$`T��hKb���\��GƁɼ�D�

`T��hK+��[�/m�_/q��^GóD 

 

§ ��[�.(�)ǥɅGǍ<���[�/m�
_GɂÓ� 

§ ƲæGĢį �.`T��hKGƄ´�D 

§ JfwW��k>�^VGĎʄ �.��[
�GǝF �.Z�s^GƄ´�D  

§ ʀÕ-g��*ǧǨŠGý��D 
 

� � �ĭƶ/Ĉʭ	ɀʢ-�+.ADY�w�

LJ�^/Ĉʭ>ɽŊ	

`T��hKe��/

 ƫ�ɪ	

`T��hK/�

^V.Őʧ�Dʞ

+Ɠ$-ȭĤ	

ɾğ+Y�w�LJ�^/

Y^j/ęĞ	
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+.`T��hKe��+ IT�Ʋe���ɺƉ�)óCȚ<1�Y^j

�ÜǑ�E�ĵŜ.��Dƞʓ�ǺȤ�E9��  

ȓĒL�c�nfj`T��hK`�c�ʺCISʻ-,ZLq�ǦĘGǵ

Ʉ�)�Dƺʔ0�/ɂɅ.ûŨGǾ�)�C�ZLq�`T��hK/

y^jw�VhK^Gǟī�ƱɌ�Ɓɼ��ĸÊGȏǥ�D$<�Ż')

�Dǹə>ķʐŲȻGƄ´�)�E)�9��NSA*/Ĭ®ʴGĕ.Ƶȑ

�E$w�VhK^�Bǧ9E$ CIS/V�hKR�`T��hKY�j

���0�ZLq�`T��hK.ʔ�DSLd�^/�-ťĖǕ/Ĝ�

GZ}�j�ñƜ�)�9��  

V�hKR�`T��hKY�j���/Ƥșǳ-ǷƷ0�ʕŖ/Ȍ�ƿ

Gɹ>�.Ɋī����.µ½/ʶ���fjGŕD$<�ɪ�)�D 

ƫGJV\��.ÞCŎ)�ªƲđƦ/�B-D�^V.ʡ�*�DA
�

ªƲGƋƆ�D�+*�� 

§ JV\��/ÇÉ�^j 

§ ��.ŕBEDµ½/ʶ���fj 

§ ɃÚʂĨ 

§ Ĭʟ.ƍƊ�E$țʴ�Bħ4 

ĬɌ�E$u�����VGǊǩ��ªƲ/�6)/O�J*Ǆ<BE)

�DɁ¨/78�6).ĵŜ*�Dì�y�d�/b���\��Gɂ(

��Ï®ǳ-m�_Gǟī*�$O�J.t�}L�j/b���\��

GƄ´�D�+*�ªƲ�Ǆ<)�DŘŇ�$ʕŖGƄ´�Däƭǳ-Ů

ǭGĬǤ*�D�Ɣ�Y^jÜǑ.=ɟǢ*�9��  

ǻȇȫ+ CIS/X�^^ciK�B0�CIS/y�e~�VGʂĨ�) IT

\^h�GɊī�D�+.AC�Ɩǹ/`T��hK/ȮŌŠ/ 80ʾ

95%Gžʛ*�D�+�ƚB�+-')�9�� 

CSC�¬ 5Y�j���*ɹ>�.`T��h

KGƼ/�y�5  

ǟ.�CIS/V�hKR�`T��hKY�j���/�¬ 5Y�j��

�0�ªƲ/`T��hK®ÚGŵƪǳ.ƌĉ�D$</ƇD�-�ĕǶ

GƵȑ�9��%�B�"��¬ 5Y�j���0�	Foundational 

Cyber Hygiene
ʺZLq�ƍƊ.ĵ�Dĕƪǳ-�ʕȎʻ+Ą1E)�

9��  

1. ɋö�E$iqL^+�ƾiqL^/L�y�j� 

CIS/ɸCʼ11
 	Actively manage (inventory, track, and correct) 

all hardware devices on the network so that only authorized 

devices are given access, and unauthorized and unmanaged 
devices are found and prevented from gaining access.� 

2. ɋö�E$bujMNJ+�ƾ-bujMNJ/L�y�j� 

�ɉ/ɸC�$%��bujMNJ/ėúʼ	ɋö�E$bu

jMNJ/:�L�^j���E�ĬȺ*�DA
.���B

.�ȏǥ�E)�-�bujMNJGɂ(��L�^j��>

ĬȺGĢ�D�+�*�DA
.�nfj��V�/�6)/

bujMNJGȆƳǳ.ȏǥʺL�y�j��ɵɫ�ºƾʻ�

)�%��
 

3. p�kMNJ+bujMNJ/`T�J-Ɋī 

	ƍƊȫ.ADȮŌ-Z�s^>Ɋī5/ƍƊGĢ�D$<�

ï��Ɋīȏǥ+ĚƢȏǥw�`^G²ǩ�)o�jrbY��

Z�q����V^h�\��/`T��hKɊīGƵȑ�ĸ

Ê�ȆƳǳ.ȏǥʺɵɫ�Ėā�ºƾʻ�)�%���ʺ��

R�>�`���BƄ´�E$ɸC/Qz��hK�W\^h

�+Jw�X�\��ý�/iuP�j/Ɋī0ɸł�`T�

�hK*0-�ľʒ�>��+²�>��Gŝʫ.ȧ�$Ɋī

*��ʻ
 

4. ȟȠǳ-ȮŌŠ/ɍµʹºƾ 

	ȮŌŠGǟī��ºƾGȺ��ƍƊȫ.+')ƍƊ/ƺ«G

ƤĹʘ.Ŵ�D$<�ȟȠǳ.óŕ�ɍµ�ƂȧGó')�%

��
 

5. ȏǥȫƹʘ/Úʘ�E$²ǩ 

	ȏǥȫƹʘ/ɓǩ0�Ʒǳ+�)�DªƲ/ǿÐ*ũƮGŅ

<D$<.ƍƊȫ��.²ǩ�DƔǈ*�
	Y�t��c��

nfj��V�Jw�X�\���*ȏǥȫƹʘ/²ǩ�ÞC

Ŏ)�ɊīGɵɫ/ȏǥ/ʕƽ/ºƾ�D$<
/w�`^+g��
GƄ´�)�%��� 

ŘŇ�$ʕŖGĬǤ�DŎǿ/b���\�� 

ʇɁ�ʨʼŚ�Ȳǿ/s]n^V�hKR�-ɣǨ�6).(�)�CIS

/V�hKR�`T��hKY�j���+ǜB�úF )ƖĦ/`T�

�hKY�j���+ǃɮ�)�%����*.ĬȺ�)�DZvY�j

���+�9%ĬȺ*�)�-�ZvY�j���Gƾǽ.ǟī�)�%

���"/Ŕ�ǟī�$	ʞ
+Ï®ǳ-s]n^�/�^V>Ŭŝ�ʨ

Gĕ.�ɹ>�.�¬ 5Y�j���GĬȺ�D$</ƂȧGóC�£/

Y�j���GĬȺ�D$</Ůǭǳ-ɈǫGȊ))�%��� 

Ŏǿ�Z}�j�$�9��Ivanti0��ĭƶ� IT�Ʋʅʐ+`T��h

Kʅʐ/ɪ�:Gƃ��ʰĭ/ZLq�`T��hK/m�_.Ŝ�D�

+�*�DA
��¬ 5Y�j����A3"E¦ě/ CSCY�j��

�.ĵŜ�DǳGȝ'$Ȣúǳ-ȿĆ}�juP�QGƄ´�)�9�� 

Ivanti/b���\��GƋ�)�D/0�iK^Rq��rfeȏǥ�

Jw�X�\���iqL^ȏǥ�ȏǥȫƹʘȏǥ�`T�J-Ɋī-,

Ȳåè�E$ƺȬ��-F& CIS/�¬ 5Y�j���.ƻ� -�ɁȖ

*���B.�Ivanti0�EB/Y�j���GʲĻA��țǐǳ�(Ȓ

ì.���[�/ǧǨŠ.ð8�ŐʧGƤ­ʘ.Ŵ�)ĬȺ*�DA
�

ĭƶGƋƆ�9���$�')���[�0JV`^ƹG¤��)=B
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$<. 5 Ôǂ.Z�s^i^V.Ĉ�úF DŚɁ�-�-C9��9$�

�ƾ-�ĩË*-��\�k�ITʺ» ǩ/iqL^Gɋö-�²ǩ�D

�+ʻ�žʛ�E9��$%���Ʋ0�E9*ɸCǖC-�ɼ<D�+

�*�9�� 

Ŏǿ0ǡǇųƅ=ƋƆ�9� 

ĬǦĘ/ĬŪGųƅ�)�-�E1ʀÕ-ʕŖ0*�)�D+0ɇ�9 

H�"�* Ivanti Xtraction0�țċʚ>óȣő��ƲʅʐʺLOBʻ>Jw

�X�\��ůƦȫ.ʀÕ-i�cGƄ´�D$<�Q�i~�k/i�

c.á��Ȓì.Ɠ��df\�|�k>�}�jG±ŭ*�DƺȬG²

���}�jGeNfV|fV^.Ě�9��  

�ĭƶ�²ǩ�)�D78�6)/g��ʺZ�s^i^V��mc��

W+ ITAM/g��`fj�ʤɎ\^h�-,ʻý�.�ÝƵȑ�E$Y

nVc�Ƅ´�ED$<�w�W���W>s]n^L�h�]N�^/

OT^r�j�^w�fk\�j0�Ɂ*��9$�i�c/ZL�è/

řʆ=�C9 H�9$�ǿÐ*/ɺƉG�B.ōè�D$< Xtraction

GR^c~L_�D�+=*�9���E.AC�ɕ=�ȱĞ-ʉ/i�

c�BV�hKR�-Ũă/�DťĖGŷÓ�)�ËǿɃƸ*ǡǇ.ǆ'

$i�cGǽɐ*�DA
.-C�Ȓì�(ɹ>�.ɤ�×ƒG���+

�öȬ+-C9�� 

Ȝɘ 

ǚʳ-�+.�ʊG²F-�*�%���9$�`T��hKʅʐ> IT

ʅʐ0ŚɁ-�b�^>ķʐǹə�ŲȻ�-�ǡŪ*ªƲG¸ɚ�D$<

.ŚɁ-ĵȎGƄ´�D$<.Ŭą.óCȚH*�9�/*�ŒBGŢ9

 -�*�%���Ğ�-ĚèG=$B�$<.Ƥ=ʇɁ-Ʋæ.ʡ�*

�DA
.�äƭǳ-ZLq�`T��hKw�W��GĸÊ�9�@
�

"�)��-`T��hK/m�_Gǔ$�b���\��GʃŶ��ŀ

ġ�(ŅȐ-ŐʧG=$B�Ǥ¥/ZLq�`T��hK�BȲǿǦĘG

ʕŖ�D$</¸ɚGōè�9�@
� 
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