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Hosting DesktopNow in Amazon Web Services

Purpose of this Document

The purpose of this document is to provide Ivanti customers and Partners with a series of
recommendations when working with Ivanti DesktopNow powered by AppSense and the Amazon Web

Services computing platform

It should be noted that this document will not include details on the installation or configuration of lvanti
DesktopNow or the Amazon Web Services platform.

Overview

The document serves to provide the reader an overview of configuring Ivanti DesktopNow within the
Amazon Web Services (AWS) platform.

Only the Ivanti components applicable to this document are detailed and discussed. For full details of
Ivanti DesktopNow, consult the product documentation available at http://www.ivanti.com

Further details relating to the AWS platform can be found here https://aws.amazon.com/?nc2=h_Ig
This document is composed of three sections:

1 Hosting DesktopNow in a non load balanced AWS environment

2 Hosting DesktopNow in a basic load balanced AWS environment

3 Hosting DesktopNow in an advanced load balanced AWSenvironment
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Hosting DesktopNow in Amazon Web Services

1 Non load balanced Amazon Web Services
Environment

Amazon Web Services Configuration

The AWS Management Console allows for the access and administration through a simple and intuitive
web-based user interface. For this section of the document, the following resources were created via the

AWS Management Console.

AWS Cloud

L 4
Virtual EBS Storage Virtual Private
Machinga Volume Cloud

Note
With only one Virtual Machine, it is not necessary for a Virtual Private Cloud to be
used. If, however, a separate Virtual Machine had been commissioned for the Microsoft
SQL Server then the Virtual Private Cloud would have been required for
communication between them.

The configuration when viewed from the AWS Management Console can be seen below.

Name AppSense Server Type +  SQLSERVER «  Instance 1D « Instance Type ~ Availability Zone Instance State

AppSense Mgt Server Managemsed 035420 SedaB ¢ 03 12 mecro S-wesl-23 @ nunning

Name Volume i Size Volume Type <« 10PS Snapshol Created *  Avmlability Zone State

Maragemact Senver vol-0c Y705 230300650 ¥ Gif N srap-(d6 16y Novemibee 10, 2016 uz-west-2a @ muze
Name - WPCID St Voo Omm HCF options set *  Roue table Peawork ACL Tenancy Detaalt VX

AWS VEC < a7t ) " 172 310 DME Joge- 105ea 074 o Bodi0aes 1.5

Note
AWS Storage is accessible from anywhere in the world, from any type of application,
whether it is running in the cloud, on a desktop or on an on-premises server.

For the purposes of this scenario AWS Storage was used to provide access to
installation media such as Ivanti DesktopNow, for example.
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Amazon Web Services Virtual Machines

The AWS platform provides a flexible environment allowing for a wide range of computing solutions to be

implemented. These machines can be accessed via a Remote Desktop (RDP) session in a similar way
to that of an on-premises server.

VIRTUAL MACHINE

((®

SQL

MS PS

MS = AppSense Management Server
PS = AppSense Personalization Server

A single Virtual Machine was created and configured as follows:
e Microsoft Windows Server 2012 R2 with the necessary IIS Rolesinstalled
e Microsoft SQL Server 2014 Standard Edition with Service Pack 1
e lvanti DesktopNow v10
e VPN Client

The use of a single Virtual Machine does not indicate that Microsoft SQL Server and Ivanti DesktopNow
must be co-installed. This was merely a decision of simplicity rather than necessity.

AWS has two options for hosting SQL Server workloads.

e Amazon RDS SQL Database: A SQL database that is native to the cloud, sometimes referred to
as a platform as a service (PaaS) database or as a service (DBaaS) that is optimized for
software as a service (SaaS) app development.

e SQL Server on AWS Virtual Machines: A SQL Server that is installed and hosted in the cloud on
virtual machines, sometimes referred to as an infrastructure as a service (laaS).

At the time of writing it was not possible to use Ivanti DesktopNow and the Amazon RDS SQL Database
method for hosting the Management and Personalization databases.
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Hosting DesktopNow in Amazon Web Services

On-Premises Environment

An on-premises environment was built to prove that physical desktops can be managed from the cloud,
for example via an Environment Manager implementation housed within the Amazon Web Services
platform. It is not intended to be a representation of a typical lvanti customer implementation.

e > WinDows 7
PR
. EEETRERRT
ON PREMISES
DomMAIN
CONTROLLER
S > Winoows 10

The on-premises environment consisted of:
¢ Microsoft Windows Server 2012 R2 configured as a Domain Controller
e Microsoft Windows 7 Ultimate

e  Microsoft Windows 10 version 1607

In addition, a Virtual Private Network was configured to allow the AWS hosted server to access and join
the on-premises domain.
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lvanti DesktopNow Configuration

The AWS hosted Microsoft Windows Server 2012 R2 Virtual Machine was joined to the on- premises
domain. DesktopNow v10 was installed using the Suite Installer and the Server Configuration Portal
used to create the following databases within the workload of the SQL Server on an AWS Virtual

Machine:
e Ivanti_MgtDB

e |vanti PersDB

Ivanti Management Server Configuration

The Ivanti Management Server was configured in the following way:

AWSMGTSVR (Local) > DEFAULT

Status: ® Online O Offline

Logging: CEnabled @ Disabled

Variances: None Detected
Website: Management

URLs: http://AWSMGTSVR.AppsenseAWS local: 7751

Authentication: Angnymous

Database Connection: AppSense Mgt DB

Ivanti Personalization Server Configuration

The Ivanti Personalization Server was configured in the following way:
AWSMGTSVR (Local) > DEFAULT

Status: ® Online O Offline

Logging: O Enabled ® Disabled

Variances: None Detected
Website: Personalization

URLs: hitp:// AWSMGTSVR.Appsense AWS. local: 7771

Authentication: Anonymaous

Database Connection: AppSense Pers DB
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Consoles

The Ivanti Management Center and Environment Manager consoles were configured to connect to the
respective AWS hosted servers. There was no bespoke configuration required.

Edit Server

Enter Connection Details

LGB TN anagement Server

A name will be provided automatically if nothing is entered.

Protocol:

Select Server: htip -

Full URL: http://awsmgtsvr7751

X

Port:
7751

OK Cancel

Typical configuration such as Membership Rules and Access Credentials were configured and the
agents for the Ivanti Management Center, Application Manager, Environment Manager and Performance

Manager deployed. Again, no bespoke configuration was required.
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Hosting DesktopNow in Amazon Web Services

Overall Configuration

The diagram below provides an overview of the configuration of Ivanti DesktopNow and the Amazon
Web Services platform in a non load balanced environment.

_ NN
msramazon

IP webservices

ViIrTUuAL MACHINES

VPN

NI

m:: dpssnmnnnnn
’ )
v

ON PREMISES
DomaIN
CONTROLLER

PHYSICAL
DEeskTOPS

MS = AppSense Management Server
PS = AppSense Personalization Server
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2 Basic Load balanced Amazon Web
Services Environment

Amazon Web Services Configuration

The following resources were created within the AWS Management Console.

AWS Cloud
: : ¥ : :
~ ) ¥ (— Y _
|
| |
Virtual EBS Storage Virtual Private I\.,_ [ J
Machines Volume Cloud Load Balancer Availability
\_ J Zone
Security Group

As can be seen that when compared to a none load balanced environment a number of additional AWS
components are required. The configuration when viewed from the AWS Management Console can be
seen below.

Hame = AppSense Server Type - SOLSERVER - Instamce [0 = Instance Type ~ Availability fone - Instance State -
AppSanse Mgt Serar Management i-laabdce Sefddic D3 t2 micm us-nust-la @ rurming
AppSense Pam Server Fersonalizabon HI2EF28 1106 a: 55461 md large us-wesl-da ] Furnning

Haims - Walsme ID - hire = Wolume Type -~ 1OPS - Gnapalal = Crestedd = Availability fome - S
Plarcapemiant Saver wil-le TITI52B000as50S M GiB [= =¥ 100/ 3000 srapHldnISea Movember 10, 2016 g =gl iy & rans
Personalimaton Server  vol-Dolic lalGiaalisd My GiB [ =¥ 100 ! HKK] Srap-lac o 45 Koewambar 10, 216 [ ] & rass
Mames = NPCID = Hiate =  WPL CIDR = DHCP aplicng st =  Rowne table -  Neteork ACL = Tanandy = [Dwlaull ¥PC
AWS VPC o T S B3 e Labshs 173310016 dopt- 1056 0T4 ib-Bad 1 Oaad pzl-3H50a858 Diataash e
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Hosting DesktopNow in Amazon Web Services

Amazon Web Services Virtual Machines

The AWS platform provides a flexible environment allowing for a wide range of computing solutions to be

implemented. These machines can be access via a Remote Desktop (RDP) session in a similar way to
that of an on-premises server.

VIRTUAL MACHINE 1

m S

ez
MS PS

MS = AppSense Management Server
PS = AppSense Personalization Server

Virtual Machine 1 was created and configured as follows:
e Microsoft Windows Server 2012 R2 with the necessary IS Rolesinstalled
e Microsoft SQL Server 2014 Standard Edition with Service Pack 1
e |vanti DesktopNow v10

e VPN Client

VIRTUAL MACHINE 2

W A

Ozza
MS

0

MS = AppSense Management Server
PS = AppSense Personalization Server

Virtual Machine 2 was created and configured as follows:
e Microsoft Windows Server 2012 R2 with the necessary IS Rolesinstalled
e |vanti DesktopNow v10

e VPN Client

www.ivanti.com | 801.208.1500

11



Hosting DesktopNow in Amazon Web Services

Security Group

A security group acts as a virtual firewall that controls the traffic for one or more instances. From within
the AWS Management Console, you associate one or more security groups with the instance. You add
rules to each security group that allow traffic to or from its associated instances.

In this instance a single security group was created to be used on the Virtual Network subnet.

Kame Group 10 =  Group Name VPCID Descripdon
Type (i Protocol (j Port Range (j
MS SQL TCP 1433
HTTP TCP 80
Custom TCP Rule TEP 7750
Custom UDP Rule UDP 1434
RDP TCP 3389

Virtual Private Cloud

A virtual private cloud (VPC) is a virtual network dedicated to an AWS account. It is logically isolated
from other virtual networks in the AWS cloud. You can launch AWS resources, such as Amazon EC2
instances, into a VPC.

The following subnet was created within the Amazon Web Services Management Console.

Mowra = Sebme il Siets [ 1w Jvesbatde 1Py Lvolabiiny 2ome frarm Telde Networs ACL et €1 Soalaret

Virtual Machine instances were then added to the AWS Virtual Private Cloud.

Availability Zone

When working with two or more Virtual Machines within the AWS platform you should use an Availability
Zone for each application tier. As an example, you might place domain controllers in one Availability
Zone, SQL Servers in a second, and Web Servers in a third. Without this grouping, AWS is unable to
distinguish between the application tiers for each Virtual Machine.

This could lead to a single point of failure in the hardware infrastructure causing an outage or a planned
maintenance event rebooting all Virtual Machines in the same application tier simultaneously.

The two Virtual Machines that are used in this configuration were added to an Availability Zone.

www.ivanti.com | 801.208.1500
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Network Load Balancer

Load Balancing distributes incoming application traffic across multiple EC2 instances, in multiple
Availability Zones. This increases the fault tolerance of your services.

Within AWS the load balancer serves as a single point of contact for clients, which increases availability.
You can add and remove instances from your load balancer as your needs change, without disrupting
the overall flow of requests to an application or service.

Creation of a load balancer from within the Amazon Web Service Management Console is driven by a
wizard, each of the configuration steps are shown below in the order that they are completed.

Losd Balancer ssms
Tl LB i
CARIIE ar ML ESd BN v’
Eashle sdvanced vPO conbigerason
Lislanar Cantguratas
L B car PTG o L0an BManser Fan NEINGE Pral=s InEa g P
ASSige & security group W0 2 DEW SE
existing =
Securty Group © Kars Deacnption
B w-02acenTy PO o AN St N Growp Ul (Roup Tor Appdiamas in Ihe A0S Ererotenwr
PFing Protoco 1
Ping Part
Pang Path nidex ham|

Advanced Details
Respanse Timeoul | secands
Imtarsal i L SEConds

Unkealtty threshald

Heaby ehreshaid i 1 v
Step Four
e e wrn Senwrey groupn Suoret L0
- .8 " -
& - v tr et
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Hosting DesktopNow in Amazon Web Services

Upon completion of the configuration wizard the following load balancing configuration was available.

v Define Load Balancer

Load Balancer name:
Scheme:

Port Configuration:

v Configure Health Check

Ping Target:
Timeout:

Interval:

Unhealthy threshold:
Healthy threshold:

v Add EC2 Instances

Cross-Zone Load Balancing:
Connection Draining:
Instances:

¥ VVPC Information

VPC:
Subnets:

v Security groups

Security groups:

Storage Account

AWS storage was configured to allow installation media such as Ivanti DesktopNow to be made

AppSenseAWSLoadBalancer

internal

80 (HTTP) forwarding to 80 (HTTP)
7751 (TCP) forwarding to 7751 (TCP)
7771 (TCP) forwarding to 7771 (TCP)

HTTP:80/index.html
5 seconds

30 seconds

2

10

Enabled
Enabled, 300 seconds

i-0e483d0886f6a7d71 (AppSense Pers Server), i-0aa842cc9efds1c03 (AppSense Mgt Server)

vpc-e7b5acs3 (AWS VPC)

subnet-a84140cc (AppSense AWS Subnet), subnet-6a772f1c, subnet-660a993e

sg-02ace87b

available to all Virtual Machines.

www.ivanti.com | 801.208.1500
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On-Premises Environment

The on-premises environment was built to prove that physical desktops can be managed from the cloud,
for example via an Environment Manager implementation housed within the Amazon Web Services
platform.

......... > Winpows 7

-

s LLLLETTTTY

ON PREMISES
DomaIN
CONTROLLER

Winpows 10

The on-premises environment consists of:
e Microsoft Windows Server 2012 R2 configured as a Domain Controller
e Microsoft Windows 7 Ultimate
e Microsoft Windows 10 version 1607

In addition, a Virtual Private Network was configured to allow the Amazon Web Services hosted servers
to join and access the on-premises domain.

lvanti DesktopNow Configuration

The AWS hosted Microsoft Windows Server 2012 R2 Virtual Machines were joined to the on- premises
domain. DesktopNow v10 was installed using the Suite Installer on both of the Virtual Machines. Finally,
the Server Configuration Portal was used to create the following databases within the workload of the
SQL Server on one of the AWS Virtual Machines:

e |vanti_MgtDB 4 & DesktopNow

e lvanti PersDB 4 Management
Each Virtual Machine was then configured to » & Management Databases (1)
host an instance of the Ivanti Management and 4 B3 Management Servers (2)
Personalization Server. > L1 APPSENSESERVER (hosting 1 instance)

- LL APPSENSESERVERT (hosting 1 instance)
4 W1 Personalization
- £ Personalization Databases m
4 B3 Personalization Servers 2)
- Ll APPSENSESERVER (hosting 1 instance)
- LL APPSEMNSESERVERT (hosting 1 instance)
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lvanti Management Server Configuration

Both Ivanti Management Servers were configured in the following way:

AWSMGTSVR (Local) > DEFAULT

Status: ® Online O Offline

Logging: O Enabled @ Disabled

Variances: None Detected
Website: Management

JRLs: http://AWSMGTSVR. AppsenseAWS local: 7751

Authentication: Anonymous

Database Connection: AppSense Mgt DB

Note
When using a load balanced configuration, it is necessary to set the Authentication
method to Anonymous.

Ivanti Personalization Server Configuration
Both Ivanti Personalization Servers were configured in the following way:

AWSMGTSVR (Local) > DEFAULT

Status: ® Online O Offline

Logging: O Enabled @ Disabled

Variances: MNone Detected
Website: Personalization

URLs: http://AWSMGTSVR.AppsenseAWS local: 7771

Authentication: Anonymous

Database Connection: AppSense Pers DB

Note
When using a load balanced configuration, it is necessary to set the Authentication
method to Anonymous.
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Consoles

The Ivanti Management Center and Environment Manager consoles were configured to connect to the
respective AWS hosted servers. There was no bespoke configuration required.

Edit Server

Enter Connection Details

LGB TN anagement Server

A name will be provided automatically if nothing is entered.

Protocol:

Select Server: htip -

Full URL: http://awsmgtsvr7751

X

Port:
7751

OK Cancel

Typical configuration such as Membership Rules and Access Credentials were configured and the
agents for the Ivanti Management Center, Application Manager, Environment Manager and Performance

Manager deployed. Again, no bespoke configuration was required.

www.ivanti.com | 801.208.1500
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Overall Configuration

The diagram below provides an overview of the configuration of lvanti DesktopNow and Amazon Web
Services platform in a load balanced environment.

>

e ——————————— | [mm——————————————— |

: VIRTUAL MacNE 1 : I VIETUAL MACHINE 2 :
1 I [ I
1 [ I I
1 [ I 1
1 [ I 1
1 i I |
| | - DA ezza

i I

4 - , - - o

: | . eza ez

[ 1
1 i [ M5 Ps I
1 I I |
1 I I |
] [ I |
1 [ I 1
1 I I |
1 I [ |
[ S 1

p : == :
On- On- i
PREMISES v PREMISES :
DeskTor % DeskToR

On PREMISES
DomaIn
CONTROLLER
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3 Advanced Load balanced Amazon Web
Services Environment

Amazon Web Services Configuration

The following resources were created within the AWS Management Console.

Lo

AWS Cloud

i i - '

(" v ) A4 Y
A
Virtual EBS Storage Virtual Private \
. Machines ) Volume Cloud Load Balancer Availability
Zone
Security Group

Amazon Web Services Virtual Machines

The AWS platform provides a flexible environment allowing for a wide range of computing solutions to be
implemented. These machines can be access via a Remote Desktop (RDP) session in a similar way to
that of an on-premises server.

VIRTUAL MACHIME 1 VIRTUAL MACHINE 2

(@
(@

SQL SQL
Virtual Machine’s 1 and 2 were created as follows:

e Microsoft Windows Server 2012 R2

¢ Microsoft SQL Server 2014 Standard Edition with Service Pack 1 with Database Mirroring
enabled.

e VPN Client

www.ivanti.com | 801.208.1500
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Hosting DesktopNow in Amazon Web Services

Database Mirroring was configured using Microsoft Best Practices. The following Microsoft TechNet
article can be used as a starting point. The following illustrates the high-level configuration.

Lasi refresh: 11206 500 36 Al

Starbum:

Sarver irstanca | Currert Rk
APPSENSESVRSGL Pancieal
Karor
]

APPSENSESVRSOLY

<

1 Principal log (11202006 20036 AH) 1 Mimos bosgr 1178200 6 30000 305 M|

Unsert log: [oxB Ureestored log jorE
Didest ursent ransacsion D000

Time i send
e iog I

Tima To resterelog |

Cusreni restone rake Pm'u

Curran send rate rl]ﬂ.hc

Currant rate of new [T
transacions:

Wirror comsit overhead: Iﬂnllnmmh
Tirad 10 istd aind risiode all cuneat I

log |esmated) -

inesa padress I

Operaning mods: High safety withoul auiomatie tailower (aynch

MS = AppSense Management Server

Virtual Machine 3 was created and configured as follows:
e Microsoft Windows Server 2012 R2 with the necessary IIS Rolesinstalled
e |vanti Management Server

e VPN Client
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VIRTUAL MACHINE 4

MS = AppSense Management Server

Virtual Machine 4 was created and configured as follows:
e Microsoft Windows Server 2012 R2 with the necessary IIS Rolesinstalled
¢ Ivanti Management Server

¢ VPN Client

VIRTUAL MACHINE 5

PS = AppSense Presonalization Server

Virtual Machine 5 was created and configured as follows:
e Microsoft Windows Server 2012 R2 with the necessary IIS Rolesinstalled
¢ Ivanti Management Server
e VPN Client

VIRTUAL MACHIME 6

PS = AppSense Presonalization Server

Virtual Machine 6 was created and configured as follows:
e Microsoft Windows Server 2012 R2 with the necessary IIS Rolesinstalled
e |lvanti Management Server

e VPN Client
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. . . VIRTUAL MACHINE 7
Virtual Machine 7 was created and configured as follows: : !

e Microsoft Windows 10 version 1607

e VPN Client

Security Group

A security group acts as a virtual firewall that controls the traffic for one or more instances. From within
the AWS Management Console, you associate one or more security groups with the instance. You add
rules to each security group that allow traffic to or from its associated instances.

In this instance a single security group was created to be used on the Virtual Network subnet.

Name Group 10 =  Group Name vPCIiD Descriptdon
Type (i Protocol (i Port Range (i
MS SQL TCP 1433
HTTP TCP 80
Custom TCP Rule TCP 7750
Custom UDP Rule UDP 1434
RDP TCP 3389

Virtual Private Cloud

A virtual private cloud (VPC) is a virtual network dedicated to an AWS account. It is logically isolated
from other virtual networks in the AWS cloud. You can launch AWS resources, such as Amazon EC2
instances, into a VPC.

The following subnet was created within the Amazon Web Services Management Console.

e = Selme D Siets Vi 1% Mvallatde Py Lvalabibey 2one Aramo Tebde Netwos ACL Woer €1 Salaret

Virtual Machine instances were then added to the AWS Virtual Private Cloud.

Availability Zone

When working with two or more Virtual Machines within the AWS platform you should use an Availability
Zone for each application tier. As an example, you might place domain controllers in one Availability
Zone, SQL Servers in a second, and Web Servers in a third. Without this grouping, AWS is unable to
distinguish between the application tiers for each Virtual Machine.

This could lead to a single point of failure in the hardware infrastructure causing an outage or a planned
maintenance event rebooting all Virtual Machines in the same application tier simultaneously.

The seven Virtual Machines that are used in this configuration were added to an Availability Zone.

www.ivanti.com | 801.208.1500
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Network Load Balancer

Load Balancing distributes incoming application traffic across multiple EC2 instances, in multiple
Availability Zones. This increases the fault tolerance of your services.

Within AWS the load balancer serves as a single point of contact for clients, which increases availability.
You can add and remove instances from your load balancer as your needs change, without disrupting

the overall flow of requests to an application or service.

Creation of an Application load balancer from within the Amazon Web Service Management Console is
driven by a wizard, each of the configuration steps are shown below in the order that they are

completed.

Step One

Lsteners

Avallability Zones

Zvarabie sunrels

Azsens

Selecned 3ubmeny

Astern

Step Two

ASSige a security group

Secumty Group ©

) 3-028cel Tt

Step Three

Target group

Target group
Name
Protocol
Fort

Health checks

Protocol

Path

Aszizziny Lace

Rayduniny Love

axisting se

Nars

PP v AN S e

Existing target group
IManagementServers
HTTP

a0

HTTP

» Advanced health check settings

Subaet D

e b

Lo Baurcar men

Soret CCR Mave

aaet COR Mave

Oescrption

ety Goup for Appamas in the ANS Envronemer
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Step Four

Registered instances

The following instances are registered with the target group that you selected. You can only modify this list after you create the load balancer.

Instance Port
i-0c5a316872afa5acae 7751
i-0aa842cc9efds1c03 7751

Upon completion of the configuration wizard the following load balancing configuration was available.

v Load balancer

Name
Scheme
Listeners
VPC
Subnets
Tags

v Security groups

Security groups

¥ Routing

Target group

Target group name
Port

Protocol

Health check protocol
Path

Health check port
Healthy threshold
Unhealthy threshold
Timeout

Interval

Success codes

v Targets

Instances

AppSenseAWSAsvancedLoadBalancer
internet-facing

Port:80 - ProtocolHTTP
vpc-e7b5ac83 (AWS VPC)

subnet-a84140cc (AppSense AWS Subnet). subnet-6a772f1c

sg-02ace87b

Existing target group
ManagementServers
80

HTTP

/

traffic port
5

2

5

30

200

i-0c5a31872afabacae: 7751, i-0aa842cc9efd81c03:7751

www.ivanti.com | 801.208.1500
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As we are using the same load balancer to route traffic to both our Ivanti Management and
Personalization servers we must now add in a second target group. This is achieved by adding a new
listener to the load balancer.

Add hstener

Rules Load Balancer Protocol  Load Balancer Port  Security policy  Certificate name  Listener ARN Actions
» HTTP &0 N/A N/A M 9M14a0ac35c2540 ~ # Edit X Detote
Create Listener X
Protocol (j) HTTP v

L

Port (i) 7771

Default target group (i) | PersonalizationServers v

Rules  Load Balancer Protocel  Load Balancer Port  Security policy  Certificate name  Listener ARN Actions
4 HTTP 7751 Mi A am . 91 4a0ac39c 2540 = #Edit X Delete
¥ HTTP kL] MiA A am_TEldbcde15fkc301 - #Edit X Delete

Storage Account

AWS storage was configured to allow installation media such as Ivanti DesktopNow to be made
available to all Virtual Machines.
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On-Premises Environment

The on-premises environment was built to prove that physical desktops can be managed from the cloud,
for example via an Environment Manager implementation housed within the Amazon Web Services

platform.
e > WinDows 7
dusnnnnnnm 1
i s
ON PREMISES
DoMAIN
CONTROLLER
e > Winpbows 10

The on-premises environment consists of:

e Microsoft Windows Server 2012 R2 configured as a Domain Controller

e Microsoft Windows 7 Ultimate

e Microsoft Windows 10 version 1607

In addition, a Virtual Private Network was configured to allow the AWS hosted Virtual Machines to join
and access the on-premises domain.

www.ivanti.com | 801.208.1500
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lvanti DesktopNow Configuration

The AWS hosted Microsoft Windows Server 2012 R2 Virtual Machines were joined to the on- premises
domain. DesktopNow v10 was installed using the Suite Installer on each of the Ivanti Virtual Machines.
Finally, the Server Configuration Portal was used to create the following databases within the workload

of the SQL Server.
e Ivanti_MgtDB

e |vanti PersDB

Note
These databases were both configured to use Database Mirroring.

Each Virtual Machine was then configured to host either an instance of the Ivanti Management or
Personalization Server.

4 (B DesktopNow
4 €8 Management
4 = Management Databases (1)
£ AppSense Mgt DB
4 Bl Managemant Servers (2)
- Ll APPSENSESERVER (hosting 1 instance)
- Ll APPSENSESERVERT (hosting 1 instance)

4 (3 DesktopNow
4 i Personalization
4 £ Personalization Databases (1)
£ AppSense Pars DB
4 B3 Personalization Servers (2)
> L1 APPSENSESERVERZ (hosting 1 instance)
> LL APPSENSESERVER3 (hosting 1 instance)
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lvanti Management Server Configuration

Both Ivanti Management Servers were configured in the following way:

AWSMGTSVR (Local) > DEFAULT

Status: ® Online O Offline

Logging: O Enabled @ Disabled

Variances: None Detected
Website: Management

URLs: http://AWSMGTSVR. AppsenseAWS local: 7751

Authentication: Anonymous

Database Connection: AppSense Mgt DB

Note
When using a load balanced configuration, it was necessary to set the Authentication
method to Anonymous.

Ivanti Personalization Server Configuration

Both Ivanti Personalization Servers were configured in the following way:

AWSMGTSVR (Local) > DEFAULT

Status: ® Online O Offline

Logging: O Enabled @ Disabled

Variances: None Detected
Website: Personalization

URLs: http://AWSMGTSVR. AppsenseAWS local: 7771

Authentication: Anonymous

Database Connection: AppSense Pers DB

Note
When using a load balanced configuration, it was necessary to set the Authentication
method to Anonymous.
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Consoles

The Ivanti Management Center and Environment Manager consoles were configured to connect to the
respective AWS hosted servers. There was no bespoke configuration required.

Edit Server 3

Enter Connection Details

LGB TN anagement Server

A name will be provided automatically if nothing is entered.

Protocol: Server name: Port:

Select Server: htip -~ awsmgtsvr = 7751

Full URL: http://awsmgtsvr7751

OK Cancel

Typical configuration such as Membership Rules and Access Credentials were configured and the
agents for the Ivanti Management Center, Application Manager, Environment Manager and Performance
Manager deployed. Again, no bespoke configuration was required.
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Overall Configuration

The diagram below provides an overview of the configuration of Ivanti DesktopNow and Amazon Web
Services platform in a load balanced environment.
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Additional Reading

e Amazon EC2 - Virtual Server Hosting
e Getting Started with Amazon EC2

www.ivanti.com | 801.208.1500


https://aws.amazon.com/ec2/?nc2=h_m1
https://aws.amazon.com/ec2/getting-started/
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